VAS Experts™

CKAT — nnatdopma
0nsa onepartopoB CBA3U

AHanus .
« KoHTponb : \



‘e vas Experts™

ConpepxaHue

DPI nnaTtdopma

CoOCTBEHHbIV ABUXOK

MynbTUdYHKLMOHAIbHOCTb

[MponssoanTENbLHOCTL

Pe3epBurpoBaHue

[Tpon3BoaAnUTENBHOCTbL KNnacTepa

ApXMTEKTYpa KrnacTtepa

ApxuTekTypa nnatdopmsbl

OcCHOBHbIe YHKLIUU

[NpoTokonbl / CurHaTypbl

1 CKAT — nnaTdpopma ans onepaTopoB CBA3U

Onuumn

Nogpnepykka Bypass

[NMpuopuTtnsaumsa Tpaduka

YPOBHM NONIUCUHIa

[(Mbkre TapudHble NaaHbl

PunbTpaunsa No YEPHOMY CANUCKY

Benble cnuckn n Captive Portal

Mini-Firewall

MapKeTUHI 1 yBeOOMIIEHUS

PeweHne AntiDDoS Ha 6ase QoE

3awmTta ot SYN Flood DDOS-aTak

M3BneyeHne MeTagaHHbIX

Quality of Experience

Mogaynb QoE
ApxuTekTypa
MeTpuku
OT14eThl

[ padnyeckun MHTepdenc

ConocTtaBneHve 3 RADIUS n GTP

ConocTtaBneHnne n3 BGP

O6wasa nHdopmauusa

O komnaHun

Hawwu npoaykThl

Mooaepxka

KoHTakTbl

vasexperts.ru



‘o vas Experts™

VAS Experts — pa3paboTymk nporpamMmmMHOro 20 M + NocnegHue MHCTaNNALUN: -
obecneyeHnsa aAnsa KOHTPONS KU aHanuaa Tpaduka. R
C 2013 roga Mbl BbinonHunu 6onee 2000 . aboHeHTOB + Poccuan CHI  JlatnHckass AMepuka
MHcTannsauum B Poccun 1 no Bcemy Mupy. e

® Bpona . AcbpMKa
Hawa komaHga nmeet 6onee yem 25-neTHun

* bnvxHuii BocTtok « lOro-BocTouHas Asus

onbIT pa3paboTkn NporpamMMHOro obecneveHust 1 Eon ee

OOLUMPHbIe 3HaHNSA B 00nacTu Ternekom-
P 35 Tout/c

TEXHOMONNn.

Norte & skyTic

LTt a1 L] é g i

SMITS LS_‘_E'rkl_J_ﬁ x YOTA
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Hawwun npoAayKThbl

Cucrtema koHTpoOnsa u aHanusa tpacgpuka (CKAT) —
MYnbTUdYHKUMOHaNbHaa nnatgopma Ang ynpaesneHusa Tpagoukom

Ona uHTepHeT-NpoBanaepos:

Ob DPI 'Ml BRAS O AntiDDoS

3awmTta cetn onepatopa

YnpaeneHue TpadukomMm Ha ocHoBe QOS, mbkoe n macwtabupyemoe
cbunbTPaLMa Mo 6enbiM U YePHbBIM CrICKaM NporpamMMHoOe peLleHne OT 3/10YMBILLIIEHHUKOB
J\. Moaynb aHanutukn QoE A CG-NAT VEOS

Mpo3payHas TpaHCAsaUMs CETEBbIX OnepaunoHHas cuctema

COop cTatucTuKn, oueHKa 340pOoBbS
agpecoB Ha cTaHOapTHOM x86-cepBepe

CeTu 1 Ka4yecTBa ycnyr

3 CKAT — nnatcopma gns onepaTopoB CBSA3M

vasexperts.ru
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Hawwun npoAayKThbl

Cucrtema koHTpoOnsa u aHanusa tpacgpuka (CKAT) —
MYnbTUdYHKUMOHaNbHaa nnatgopma Ang ynpaesneHusa Tpagoukom

Ona MoOUNbHLIX onepaTopoB:

o,
E&; PGW OC}O PCEF < EPDG
o
NHTennekTyanbHbIN W3, [Mbkas Tapudmkaumsi Ha OCHOBE PeweHne gna 3anycka Wi-Fi Calling
obecneymBaloLLMin KOHTPOMb Tpadurka pasnn4YHbIX YCNOBUA B COOTBETCTBUN (VoWiFi)
B pamkax apxutektypbol EPC c TpeboBaHusamn PCRF

4 CKAT — nnaTtdopma ansi onepatopoB CBA3U vasexperts.ru
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CobcTtBeHHbLIN DPI
OBWUXOK

MCTOpI/IFl Pa3BUuTUA

2013 — DPI

2016 — CG-NAT

2017 — L3 BRAS Dual Stack IPv4/IPv6
2018 — COPM

2019 — L2 BRAS Dual Stack IPv4/IPv6
2020 — lMNopaepxka MOBUNbHBIX CETEN
2021 — Border Router

2022 — VAS Services, LBS

2023 — VEQOS, On-Stick, EPDG

2024 — PCEF, Diameter

2025 — PGW, AntiDDoS

5 CKAT — nnatcopma gns onepaTopoB CBSA3M

MoToKW AaHHbIX

N

OOMOsNEMNe

AFHATYL

Meccernax epul/P2P

NPUNOXEHVA 4

KoHTpons

OTveTHoOCTL

il

O6pabortka
NOTOKOB AaHHbIX

S

3amMeHa peLleHU

Sandvine Cisco SCE Cisco ASR MikroTik Ericsson SE

Allot A10 Network Juniper MX Huawei NE Nokia SR

vasexperts.ru
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MynsTUPYHKLUOHANBLHOCTb

MHorogyHkumoHanbHaga nnatcgopma CKAT DPI,
yCTaHOBMneHHas Ha obbl4HOM X86-cepBepe,

Subscribers ~ Aggregation CG-NAT Router 3aMeHseT Lenbl Habop ceTeBoro
Access

obopynoBaHusi.

OTO ynpoLwlaeT npoueccbl agMUHUCTPUPOBAHNS,
obcnyXuBaHusa U MacTabmpoBaHus.

) @

Subscribers Agiregation Router
ccess @ 9

CG-NAT

CKAT

6 CKAT — nnartdopma ansa onepatopos CBA3N vasexperts.ru
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[Tfpon3BoANTENbLHOCTD

np0M3BOAMT9ﬂbHOCTb

KonunyectBo aboHeHTOB
(2Mbps per subscriber)

KonunyectBO ceccun

KonnyecTBO HOBbIX ceccui
B CeKyHAy

MNopTbl, GbE

3apepxka (cpeagHee), pc

Mnartcopma

7 CKAT — nnaTtdopma ans onepaTtopoB CBSA3U

CKAT-40

20

20K

20M

400K

4x10

2x25
2x40

CKAT-100

50

50K

60M

1000K

10x10
4x25
4x40
2x100

30

CKAT-200

100

100K

120M

1500K

20x10
8x25
8x40
4x100

1U-2U, 197, AC/DC 2xPSU, N+1 Fan

CKAT-400

200

200K

240M

3000K

16x25
8x100

CKAT-800

400

300K

360M

4500K

10x100

vasexperts.ru
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Pe3epBupoBaHue

CKAT Spare
Router LAG CKAT1 LAG
CKATN

8 CKAT — nnatcopma gns onepaTopoB CBSA3M

®

Router

[ns pexuma L2 Bridge ncnonbsyetcs
ob6beanHeHEe HECKOMbKUX YCTPONCTB B
LAG u 6anaHcnpoBKa ceccum Mexagy HUMu

OcHoBHas ngess — pasmecTutb TpaduK OT
ogHoro aboHeHTa Ha ogHoM DPI-cepBepe.
BanaHcMpoBKy MOXHO OpraHM30BaTb

C MOMOLLbIO anNrOPUTMOB XELLUMPOBAHMS
LACP nnu nytem cosgaHna DPI-knactepa
c Network Packet Broker.

MopoaepxuBaemble pexumsl: Active-Active
n Active-Standby

CneunanbHas LueHa Ha pe3epBH
NULEH3UIO

vasexperts.ru
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[lopgpoepxka Bypass

Onuusa Bypass nossosnser BcTpoeHHbIN bypass BHewHun bypass noboro nponssoauTens,
rapaHTMpoBaTb paboToCcnoCoBHOCTb B KapTy Silicom ynpaensiembii CKAT
NPV YCTaHOBKE «B Pa3pbIiB»

n aCMMMETPUYHO B Crny4asax:
Silicom Network

— HewucnpasHocTn 06opyaoBaHus Card @

—  Owwbkm MO n——» |4=—i_-i-| Out—

—  OTKNYEeHUa NuTaHus

Management

In—)O ut—»

External Bypass

— T[lpoBeneHns peMOHTHbIX paboT @

9 CKAT — nnatcopma gns onepaTopoB CBSA3M vasexperts.ru
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[lponsBoanTENbLHOCTbL Knacrtepa

Ob6pabotka 0o 4,6 Tout/c Ha
4x100G m 4x100G OAWH KracTep C Ucnosfib3oBaHuem
ctopoHHux Network Packet Broker
CKAT
Load Balancer

Cuctema ckoHurypmposaHa
4x25G  4x25G 4x25G  4x25G 4x25G  4x25G 4x25G  4x25G ANs pesepBrpoBaHust no cxeme N+X,

@ee e

CRAT 1 CKAT 2 CKAT 3 CKAT 4 KOMMNOHEHTOB.

roe X — KONMMYecTBO LOMOSNMHUTENbHbIX
y3510B; Takke goctynHa cxema N+N
C NOSHbIM pe3epBnpOBaHMEM BCEX

10 CKAT — nnatdopma ansi onepatopoB CBA3N vasexperts.ru
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ApXUTeKTypa Knacrtepa

Data plane Site 1

mirror of upload Yafic

Data plane Site 2

mror of upkcsd rafic

I I\ ‘

¥

NPB

* DPI Cluster
P ]

!

I o o o

DPI Cluster

I o

-

Management System
-

( Management Network l‘

// \\"\
~Biodk )

~

T Radius Ponitoring] [ Syslog | \\
Web lists | | maonitor NMS sesver PCAP
i Gip Cluster BGP Tocal | ‘IO@
manito raflector L L

Management plane

11 CKAT — nnaTtdopma ansi onepaTopoB CBSI3n

Management Network ]

\

1 Database | 1

[QoE1|  Cluster _EEN

Management plane

AcnMmmMmeTpUYHbIN TpaduK Mmexay
cantamu:

ObpaboTka acuMMeTpUYHOro Tpaduka
MeXay cantamm oCyLLEeCTBIIAETCH NyTEM
nepegayv Konmm ncxoasLuero Tpaduka

C 0gHOro cauvta Ha gpyron. icxogHsin
TpadomK OCTaETCA Ha NCXO4HOM cauTe,

N MapwpyT Tpadmka He MeHsieTcd. Konus
Tpadomka nepenaeTcd B onpeaerneéHHomn
VLAN no npsamMbiM kaHanam mexay NPB
A5 MUHUMU3auuKn 3agepxkn. Konmsa
Tpadumka 6anaHcnpyeTcs No KnactepHoMy
yctponctey DPI. DPI yuutbiBaeT atoT
TpaduvK Npu obHapyXeHUN CUrHaTypbl,

HO He YYMTbIBAET €ro npu 3arpyske
ctatucTuku. MNocne obpaboTtkm aToT
Tpaduk oTOpackLIiBaeTcsa B 3aBUCUMOCTU
oT koHKpeTHOon VLAN. Ncnonb3oBaHue
3TOro MeToAa yBENUYMBAET MPOLIEHT
pacno3HaBaHUA aCUMMETPUYHOIO
Tpaduka.

vasexperts.ru
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ApxuTeKkTypa nnatgopmbi

4 cores 1 core 4 cores 1 core CO n t ro I Pl an e

workers dispatcher workers dispatcher

— VEOS - cobcTBEHHas onepaunoHHas cMctema ¢ noaaepikkom

ot VAS Experts

Control Plane

Data Plane

Data Plane

DNAO DNA 1 DNA 2 DNA 3
in out in out

PakTopbl
Mcnonb3yeTcsa pacnpeneneHne Harpysku rno — [OocTynHble nnatgopMsl
aapaM npoLeccopa, YTo No3BonsAeT A0CTUTHYTb —  X86 cepBepsl
BEepPTMKaNbHOIro MacLuiTabupoBaHus —  Beblcokas
no 400 MewmT/c full duplex Ha oguH cepsep NPOU3BOANTENBHOCTb

12 CKAT — nnatdopma ansi onepatopoB CBA3N

— DPDK — Direct NIC Access technology

Msarkun numnt
MacwTtabnpyemocTb
Anrpeng cBoMMK pykamu
HenpepblBHbIN poCT

vasexperts.ru
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OcCHOBHbIe (hyHKLUN

dunsrpauma no URL/SNI/CN/IP/IP:port Mopaepxka npotokonoB HTTP/HTTPS/QUIC

ABTOMaTn4eckoe oBHOBEHNE 1 3arpy3ka 06 bEMHbIX CMUCKOB.
CospgaHune cobcTBeHHbIX curHatyp Ha ocHose SNI, IP, CIDR.

MonucuHr Tpacpuka no IP/ASN/CurHatypam MonucuHr no ceccusm, aboHeHTaM, KaHanam

YnpasrneHue npuoputeTaMmm n pasmeTka Tpaguka Ha OCHOBe
NPOTOKOJSIOB N HarnpasneHumn

BnokupoBka Tpacdmka no IP/ASN/CurHatypam

KoHTponb 3arpy3ku kaHana u pasmeTtka Tpaduka

HacTpovika curHaTyp v perynsipHble 0GHOBNEHUS rapaHTUPYIOT

MpoaBuHYTOE pacno3HaBaHue Tpaduka
BbICOKYI0 TOYHOCTb pacrno3HaBaHus Tpaduka

ConocTtaBneHne aboHEHTOB 1 KaHarnoB C NCMNOSb30BaAHNEM

MpynnoBble NonUTUKKU: Ha aboHeHTa, Ha KaHan
RADIUS, GTP-C u BGP

MoapobHas ctatucTtuka no IP, ASN, DNS, curHatypam

C6op cTaTUCTUKU U OTYETbI _
N aBTOMaTMYeCKNM e-mail otyetam

13 CKAT — nnatdopma ansi onepatopoB CBA3N vasexperts.ru
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[lpoTOKONbLI U CUrHaATYpPbI

CKAT DPI npumMmeHsieT pa3nuyHblie noaxoab! Ansa doopmMmMpoBaHUA CTaburibHOU CUrHaTypbl

— AHanus obpasua (aHanms3 naTTepHoOB) —  OBPUCTUYECKUI aHanus3
— YucneHHbin aHanms — AHanu3 NpoTokona/cocTosAHUS

— [loBegeH4yecknn aHanm3a

CKAT DPI copgepxuT 3 TMna curHaTtyp:

— BcTpoeHHble curHaTypbl, KOTOpbIE SBMSKOTCA YacTbio ABukka DPI n obHoBnsoTCA BMecTe ¢ nporpaMmHbiM obecriedeHnem CKAT
— [OuMHamunyeckue curHatypbl, 3arpy>xaemole B 54po BO Bpemsi pabotbl CKAT

— KacTomHble curHatypbl, Co3gaHHble NoNb3oBaTenem B rpadpnuyeckom NHTepdence n 3arpyxeHHbole B 54po BO Bpemsi pabotbl CKAT

14 CKAT — nnatdopma ansi onepatopoB CBA3N vasexperts.ru
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KacToOMHbIe NPOTOKOMNbI U CUTHaATYPbI

MexaHn3m co3gaHnA KaCTOMHOIo NPOTOKOJ1a onpeagenseTr HOBbIN NMPOTOKOJ1 Ha OCHOBE ClneaAyrLwunx KputepuesB.

IP; IP + nopT; CIDR; CIDR + nopt; Homep AS; TLS Server Name Indication (SNI).

[Mpun otcytcTtBmn SNI npoBepsietca Common Name.

Resource List

+ @

ype *

B+ O s O &

F

For single IP
201111
2001:db9::1

For IP with Port
201.1.2.3 2081
2001:db9::1 9090

For CIDR
201.195.4.0/24
2001:db8::0/64

For CIDR with Port
201.198.4.0/24 8081
2001:db&::0/64 9090

15 CKAT — nnaTtdopma ansi onepaTopoB CBSI3n

®

Resource List

+ @

v
[
[
4
]
[+

For some domain
google.com
facebook_ com

For some subdomain
subdomain.google.com
subdomain_facebook_com

For domain with all subdomains
* google.com
* facebook.com

®

Resource List

+ ®

Type *

Un*

b O S

ASN

Any AS number
14593

16509

206567

~

vasexperts.ru
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MHcTpyMeHTbl DPI — SDK

Flow
[ I |
DPI nogaepxuBaeT kKacToMuU3aLmio Y
npoTokona nytem aobasneHus Main DPI tree Based on L2-L4
protocol filter DPI sends
OOMOJNMHUTESNIbHOIoO Koda B AepeBo recognition segger;%ek:tzto
pacno3HaBaHMAa NPOTOKONMa. P
[ I
[ , | (
User code that
analyze sequence
HTTPS All other and mark traffic as
Quic protocols Custom Protocol
, [ , [
Post hook
Used describes based User code that added
on SNI/IP/ASN to any DPI protocol file
custom protocol based on meta data
and payload
[
| | [ |
HJJIPCS CP_Custom1 Current DPI protocol CP_Custom2 CP_Seq1
Traffic that isn't Traffic that is Traffic that isn't Traffic that is Traffic that is
S Siabad i matched wich matched with user matched wich matched with
SNI/IP/ASN code user code user code

SNI/IP/ASN

16 CKAT — nnatdopma ansi onepatopoB CBA3N vasexperts.ru
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[MTpnoputTnsauus

Mo HanpaBneHuo Before QoS

— Registered AS
HTTPS

— Customized AS
Torrent

Mo npoTokony / npunoXxeHuro

After QoS
Web HTTP
HTTPS HTTPS
Emule Torrent
Edonkey2000
Skype » Skype

17 CKAT — nnatdopma ansi onepatopoB CBA3N vasexperts.ru
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YpPOBHM NONMMUCUHTA

Per Session

KoHTponb kaxgon ceccum

Per Subscriber

OrpaHunyeHne ckopocTn Ha
aboHeHTa C y4eTOM NpUOpPUTETOB

Per Channel

KoHTpomb cKOpoCTU kaHanoB A
ynpasneHus neperpyskamm

18 CKAT — nnaTtdopma ansi onepaTopoB CBSI3n

Stingray SG

SEEFEETEEEIED) Single User = one P )
CEEPEEREEED) Mt User - many Ps )
AN

vChannel 1

PR Single User = one P )
|

(S PR PRI ) Multi User = many IPs )
N

vChannel 2

(S P PO e )  Single User = one P )
|
(SO PERPEGORES) ) Multi User = many IPs )

Common channel

vasexperts.ru



‘o vas Experts™

[[MOKne TapudHbIe NnaHbI

3apava

1. OrpaHn4yeHmne no Ncxoasemy TOPpPeHTyY
2. MakcmmanbHasi CKOpoCTb Ha JfIoKanbHble pecypchl
3. T[puoputnsauusa ons:

— MeccenmoxepoB n SIP

— HTTP, HTTPS, QIUC

— Wrposon cepeuc World of tanks

CueHapuu NpUMeHeHuUs:

PacnncaHnune onga TapuHbIX nnaHoB
Bblcokasi CKOpOCTb 414 JIoKasibHbIX pecypCcoB

[MoBblWeHWe kavyecTBa obcnyxmneaHus (QoE)

0N e

PacnpeneneHne nponyckHOM CrnocOBHOCTN MeXay
coeauHeHunsamu IPv4/IPv6

19 CKAT — nnaTtdopma ansi onepaTopoB CBSI3n

Classes (cs):

¢s0 dns, icmp (e.g. World of tanks)
cs1 http, https, quic

cs3 default

cs4 viber, whatsapp, skype, sip

htb_inbound_root=rate 50mbit
htb_inbound_classO=rate 20mbit ceil 50mbit
htb_inbound_classl=rate 1mbit ceil 50mbit
htb_inbound_class2=rate 8bit ceil 50mbit
htb_inbound_class3=rate 8bit ceil 50mbit
htb_inbound_class4=rate 8bit ceil 1mbit
htb_inbound_class5=rate 100mbit static
htb_inbound_class6=rate 8bit ceil 50mbit
htb_inbound_class7=rate 8bit ceil 50mbit

cs5 AS local IP, peering
cs6 tcp_unknown
cs7 Bittorrent

htb_root=rate 50mbit
htb_classO=rate 20mbit ceil 50mbit
htb_classl=rate 1mbit ceil 50mbit
htb_class2=rate 8bit ceil 50mbit
htb_class3=rate 8bit ceil 50mbit
htb_class4=rate 8bit ceil 1mbit
htb_class5=rate 100mbit static
htb_class6=rate 8bit ceil 5mbit
htb_class7=rate 8bit ceil 5mbit

vasexperts.ru
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PunbTpauna Nno YepPHOMY CMUCKY

OnucaHune Xapaktepuctumka

p=
{~) dunbTpaums no cobCTBEHHOMY CMUCKY onepaTopa
{:f;. Mcnonb3oBaHue LieHTpan1M3oBaHHOIO Crnvcka Ans Knactepa cepBepoB

B paspbis, 3epkano Moaaepxkka Cxem MoAKIYEHNS

acuMMeTpUYHO
(o Bo3moxHOCTb ynpaBneHus ounstpaumen no onpeaeneHHbIM nons3oBaTensim 1
— noAceTsM ANA opraHn3aunmM cepBncos unbTpaunm
::,; briokupoeka Tpadumka HTTP/HTTPS/QUIC
::,; Briokuposka HTTPS/QUIC-Tpadumka no SNI n Common Name
o Mepeagpecaumna HTTP-3anpoca Ha cTpaHuuy onepaTopa Ans
s 3abnokunposaHHoro URL
::,; Bo3moxHOCTb cobrpaTb CTaTUCTUKY MO 3abrIOKMPOBaHHLIM CTpaHMLaM
::,; BO3MOXXHOCTb MOHUTOPWHIa 3arpy3ku CrMCKOB 1 punbTpauum
Mo 4 mnpa URL MakcumanbHbIi pasmep crnncka

20 CKAT — nnaTtdopma onsi onepaTopoB CBSI3n

dunsTpaumsa no3BonsieT 3abnoknposaTb
onpepeneHHbin URL-agpec ans npotokona
HTTP Ha cTpaHuue.

MopaepxunBaeTcs Gnoknposka

MO KaTeropmsam, a Takke BO3MOXHO
Mcnorb3oBaHMe KOMOMHaL MK KaTeropumn.
KaTteropunanpoBaHHble CMUCKU
aBToMaTunyecku 3arpyxatorca ns VAS Cloud.

Mopoepxmeaetcsa punerpauma no SSL-
pecypcaM. SNI BbIrmsauT kak *.domain.com,
a perynspHble BblpaxeHusi obecnevmnsaroTt
rMobkyto hunsTpaumio.

vasexperts.ru
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benble cnuckn n Captive portal

Onumna «benbin cnncok» No3BonseT orpaHNYnTb CIIUCOK CanuTOB U
pecypcoB, AOCTYMNHbIX A9 abOHEHTa, U HACTPOUTL PeanpekT Ha anMeHeHI/IeZ
onpeaeneHHy CTpaHuLy nNpu nonbiTKke NepenTun K Apyrum pecypcam.
1. bnokupoBka JocTyna npu HynesoMm
BanaHce ¢ BO3MOXHOCTbIO NepenTun
K NOMONHEeHnto cyeTa Yyepes
Internet aBTOPU30BaHHbIE MnaTeXHble CUCTEMBI.

Connection— 2. VlpeHtndumkaumns aboHeHTa B

Platform Request—p
nyonuyHbIX cetax WiFi, paspelueHne
onpegeneHHbix agenctenn B cetn WiFi

DPI
anst obecnevyeHus gocrtyna.
Platform Request:
BNG

CG-NAT Authorization
CKAT Server

Connection
|

Authorization
by Phone Number

User’s Device

21 CKAT — nnatdgopma ang onepaTtopos CBA3N vasexperts.ru
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Mini Firewall

3apgauu:

- npeﬂ,OTBpaTl/lTb B3J1IOM yCTpOIZCTB NnoJyib30BaTenA
Nno CUCTEMHbIM NMopTam

— 3abnoknpoBaTb BPe4OHOCHYI aKTUBHOCTb
oT aboHeHTa — SPAM, BotNet

PekomeHpgauun:

— Wcnonb3osatb ctatnctuky us mogynsa QoE B JinyHom
KabuHeTe aboHeHTa

— [lpoBectu yBegomrneHune Yepe3 CKAT DPI o dakTe
3apaXxeHnsa 1 NpeasioXunTb peLlleHne, NoMoLLb
Mo 3awmTe OT BUPYCOB

22 CKAT — nnatdopma ang onepaTtopos CBA3N

———Parasite Traffic———— P ‘ @ < Attacl;(;r:dt\twv:éhent s
Pl Mini-Firewall @
Subscribers @ @ Router
i ——Legitimate Traffic———————

Legitimate Traffic——————»

CG-NAT
CKAT

vasexperts.ru
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MapKeTUHr n yBeaoOMIeHuUA

Bo3MOXHOCTU HOTMCbVIKaLI,VIM:
— ABTOMaTU4ECKOE CErMEHTMpoBaHNE Ba3bl aDOHEHTOB B COOTBETCTBUN C ONpeaerieHHbIMU KpUTEPUAMin
— HacTtponika yBegoMMneHn B onpeneneHHbin nepnos BpeMeHn U eHb Hefenm

— Bo3moxHoCTb nposengeHnA HECKOJTbKUX KamMnaHun OoAHOBpPEMEHHO

NpumeHeHue: | g
Su bsc;ribers Internet

1. TpoBeneHne onpocoBs rnonb3oBaTenen

2. MpepynpexaeHue o pabotax Ha ceTax n nepebosx cBA3m

3. VIHbopMuMpoBaHMe 0 HOBbIX YCrnyrax u akumsix ans aboHeHToB

Operator
Web-page
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Bbirpy3ka cTaTUCTUKMN N MeTagaHHbIX

CKAT DPI ob6ecneunBaeT pacno3HaBaHue > 95% tpadumka v BbIrpysky cratuctukm no IPFIX (Netflow v10).

— FullFlow — notok IPFIX cogepXuT nigopmaumio o coegmHeHnax, npoxogswmnx Yyepes DPI, nonHyto ctatncTuky
ceccun n paclumpeHHyto nHgpopmaumo DPI (ngeHTudpukatop aboHeHTta: normH/MSISD/IMSI, nopt IP, npotokon DPI,
ob6bem Tpaduka, MeTpukn QoE).

— Clickstream — notok IPFIX cogepXuT nHgopmaumio 0 noceweHHbIXx aboHeHToM web-cTtpanuy, (HTTP, HTTPS, QUIC)

— Metadata — notok IPFIX cogepXuT AaHHble nonewn, 3agaHHble ansa npotokonos SIP, XMPP, MAIL (POP, IMAP,
SMTP), FTP

— Extended (Raw) metadata — notok IPFIX cogepxut HeobpaboTaHHble yceveHHble |[P-nakeTbl Ans HEKOTOPbIX
NPOTOKOMOB, TakMx Kak nocnegosartenbHocTn STUN 1 ceaHcbl npotokona ynpasnenus VolP. DPI otnpaenser
HeobpaboTaHHble aaHHble B cuctemy COPM ana nocnegytouwen o6paboTkn gaHHbIX Npy HEOBXOAMMOCTH.

— DNS — notok IPFIX cogepXuT Bce 3anpochl Cny6 A40OMeHHbIX UMEH
— RADIUS — notok IPFIX cogepxuT BCce atpmbyTbl RADIUS

— GTP — notok IPFIX cogepxuT Bce atpnbyTtbl GTP-C, ncnonb3yemble ans peweHusi LBS
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PeweHue AntiDDo0S Ha 6a3e QoE

CKAT AntiDDoS

ABOHEHTBI
i

CKAT (knacrep)

CeTb oneparopa C6op ctatuctukn  OuncTtka Tpaduka

¥

Web-pecypcbl

BGP FlowSpec

Ananwnaarop HerexkTop
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3awmTta ot SYN Flood DDOS-aTtak

— OOHapyxunBaet artaky npuv rnpesbILLEHUN
yKa3aHHOro nopora 3arnpocos, N
HenoaTBepPXaeHHbIX KnneHTom SYN.

CKAT DPI nossonget
NPUMEHSATb 3alMnTy B

— CamocTtoATenbHO, BMECTO 3aLUULLEHHOIO DYYHOM pexume Unm

cauTa, oTBeyaeT Ha 3anpocbkl SYN. aBTOMaTNHECKM
dKTUBUPOBATb 3allUTY
— OpraHusyet ceaHc TCP ¢ 3awmieHHbIM gggoﬂrgeBBb'L“eH””

calToM nocre NoaTBepP)KAeHUs 3anpoca
KINEeHTOM.

26 CKAT — nnartdgopma ang onepaTtopos CBA3N vasexperts.ru



‘o vas Experts™

Mogynb Quality Of Experience

Mogynb Quality of Experience (QOE) — 370 nporpamMMHbIN
NPOAYKT Ans cbopa CTaTUCTUKM U OLIEHKM KavyecTBa
BOCMNPUATUS YCIYT.

CobpaHHas mogynem ctatucTka HaknagbiBaeTca Ha
ocobble METPUKM ANt onpeaeneHns Nonb3oBaTenbCKoro
onbiTa U OTBEYAET Ha BOMPOC, HACKONbKO Ka4E€CTBEHHbIE
yCnyru cBsiau 1 goctyna B MIHTEpHET nony4yaeT KOHEYHbIN
nonb3oBaTenb.

nOﬂyquHble OaHHbl€ NO3BOJTIAKOT onepartopy npeanpuHATb
HeobxoanumMble AENCTBUA AN ynydlweHuna Ka4ecTBa YCI1yr U,
Kak cneacreue, Ans noBbllLEeHUS NoSNbHOCTU abOHEHTOB.
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Apxutektypa QoE

QOE Stor ocHoBaH Ha b6a3e gaHHbix ClickHouse
C BO3MOXHOCTbIO CO34aHu1s Knacrtepa u3

HECKOINbKVX Y3M0B: QOE Cluster Storage
B knactepe Ha3HavaeTcs rnaBHbIN y3€er, KOTOPbIN % @efault Disk (NVMeD
NPUHUMAaET 3anpockl OT rpadon4eCcKoro
MHTepcp"emca 1 OTNpaBnseT 3anpockl Ha % Slave-node
NOOYNHEHHbIN y3en.
< Hot Disk (SSD) >
GUlI Master-node

Kaxgbl NOAYNHEHHBIN y3er (hopMnpyeT OTYET
Ha OCHOBE CODOCTBEHHbIX JaHHbIX 1 NepeaaéT ero %
rmaBHOMY yany.

( Cold Disk (HDD) >

[MaBHbIA y3en arpervpyer nonyyYeHHbIe OTBETbI Slave-node
OT NOAYMHEHHOTO Y3na 1 hopmmpyeT
pesynbTVpyoLLee NpeacTaBneHne ans

BM3yanu3auumn B rpadonuveckom nHTepdenice. g
y H pacp P® Takas nepapxusi No3BONSAET NIMHENHO MacLUTabMpoBaThb KnacTtep

npu gob6aBneHnn HOBbIX y310B 6e3 HeobXxoaMMOCTH yBENNYEHNS
NpPON3BOAUTENBHOCTM IMAaBHOrO y3na.
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MeTtpukun QoE

1. MNokasatenu kpyrosou 3agepxkun (RTT)

2. MNokasaTenu Kkonu4yecTBa Nnepes3anpocoB SYIN—————

3. KonunyecTBo ceccun, yCTPOMUCTB, areHToB,
IP-agpecoB Ha aboHeHTa

RTT = (ACK - SYN-ACK)/2

ACK— )

4. Pacnpe,u,eneHMe |pa¢)m<a no rnpukriagHbiM "
‘ P ACK
\ \

TPaHCNOPTHLIM MPOTOKONaMm
5. Pacnpepenenue Tpaduka no HanpasneHusam n AS

6. KnukcTpum ansa kaxgoro aboHeHTa
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Kak ucnonb3oBatb QOE-meTpuUkKkun?

MoBbiweHUe npopax NMpoakTnBHas nogaepxka

— [lpogaxa HoBbIx cepBucos, Wi-Fi — MOHUTOPUHI Ka4yecTBa ansIMHKOB Ha OCHOBE 3aZlepPXXeK 1
obopyaoBaHus, TapuUdHbIX NaHOB N3MeHeHnn noTpebnsemoro Tpadurka

— bopbba ¢ OTTOKOM 1 aHanM3 NPUYKH, — [Mowuck npobrem ¢ knneHTckum obopynosaHnem, Wi-Fi,
NOBbILLEHME NOSATTbHOCTH CBMTYaMM JOCTyna 1 arperayum

— TapreTnpoBaHHas pekrnama c — OnpepeneHne onTUManbHbIX TOYEK MUPUHIA U CBA3HOCTU Yepes
ncnonb3oBaHnem npodunen aboHEHTOB Uplink

— [lpogaxa aHTuBMpyCca
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Kak ucnonb3oBatb QOE-meTpuUkKkun?

R
YoepxaHune 6a3bl abOHEHTOB

— OnpepgeneHve aerpagauumn kKayectsa ycnyr
y aboHeHTa 1 onepaTBHOE pearMpoBaHue

— Pabota ¢ BO3MOXHbIM OTTOKOM M aHanu3
MPUYMH OTTOKA B MPOLUSIOM

— ABTOMaTM3auma onpoca nocrie Bblesga
mMactepa K aboHeHTy

31 CKAT — nnatcopma ans onepaTopoB CBS3N

+O
NMoBbiWeHne NoANbHOCTU

— [lpoBeaeHne MapKETUHIOBLIX KaMnaHW rNo HOBbIM Tapudam,
ycryram v npeanoXxeHusiMm ¢ y4eToM nHTepecoB aboHEHTOB

— Ycrniyra no npegoctaBneHnio MHQOPMaLUKM O 3arpy>XeHHOCTU U
KayecTBe KaHarna 4yepes Nu4YHbIi kKabnHeT aboHeHTa

— YBegomneHus 06 aktnBHocTn BotNet B cetu (akTyanbHo gngd loT)

— YBeOomreHue 0 BUPYCHOM aKTUBHOCTU

vasexperts.ru
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OT4eTbl QOE

BCcTpoeHHbIe OTYETDI Email-ot4yeTbl

— [ocTtynHbl oTy€Thl No gatacetam: NetFlow; Raw Full — [lopaepka BCeX BCTPOEHHbIX OTYETOB C BO3MOXHOCTbHO
NetFlow; Clickstream; Raw Clickstream; DNS Flow; BKITHOMEHUST OUNBTPOB
Raw DNS Flow

— [unbkoe ynpaBneHne OTYETAMM NO ANEKTPOHHON NoyTE:
—  OunbTpbl B OTYETAX NO3BONSAKOT NOSb30BATENSAM nepuon, Tema nucbma
YTOYHATb AaHHble MO ONpeaenéHHbIM KpUTEPUAM,
ynpoLiasi NoUcK Heobxoanmon nHopmaumm B
OonbluKX gaTacertax

— [lopaepxuBatotcs pasnunyHele oopmaThbl: Excel, CSV,
PDF, PNG

— OrtcnexuBaHue ctaTtyca: «OxuaaHue», «KalumposaHuey,

— MeHepxep 60nbLIMX OTYETOB NO3BONSET
«[1poBepkay, «YBegomreHne»

nonb3oBarendam MHMUnnMpoBaTb co3gaHne OTYETOB B
(*)OHOBOM pexmnme n CtTaBTb HECKOJTIbKO OTYETOB B
oyepeanb Ha BbIMNOofTHEHNE
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‘Padhuyecknn nutepdeunuc

1. OrpaHnyeHne gocTyna no ponam
2. JlormpoBaHne gencTemin Nosib3oBaTess

3. YnpasneHue Heckonbkumn DPI:
MOHUTOPWHT N KOHUrypaums

4. YnpasreHue cepsucamu

5. CosgaHue TapuHbIX NfiaHoB
6. CosgaHue NAT-nynos
7.Pabota ¢ QoE-aHanuTukomn

8. NHTterpaumna no API

33 CKAT — nnatdopma ang onepaTtopoB CBA3N
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Protocol

Q, Filter
tiktok 49264
youtube 49227
https 443
http 80
netflix 49263
fortnite epic 49280
instagram 49266
facebook_video 4924:
twitch 49265
udp unknown 65041
telegram 49224
quic 49218
bittorrent 49165
google_play 54313
whatsapp 49223

5,836

Group

Video, pictures
Video, pictures
Web browsing

Web browsing
Video, pictures
Gaming

Social networks
Video, pictures
Video, pictures
Unknown

Instant messengers
Web browsing

pP2pP

Application servers

Instant messengers

Traffic v

34,656,205,61

27,643,429

25,099,189,95¢

20,122,865,28!

19,230,789,792

13,919,355,017

9,466,406,097

5,618,589,875

5,134,396,807

3,966,260,608

3,514,382,562

3,368,569,530

2,999,358,513

1,856,5632,022

1,769,536,134

Traffic

2,301,284,873

1,332,700,996

2,716,677,923

990,400,701

1,008,864 ,482

467,373,401

216,686,005

188,273,560

335,608,801

1,836,133,549

246,259,307

286,677,905

821,370,224

154,022,306

254,226,257

250 Gbit/s

200 Gbit/s

150 Gbit/s [j#

100 Gbit/s

50 Gbit/s

23.01 23.0113:00

23.0117:00

23.0121:00

24.0101:00
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ConocTtaBsneHue 3 RADIUS n GTP

DPI nognepxusaet npueasky IP-normHa nsa RADIUS, noptel: 1813, 1814, 1815 u 1.4. MpaBuna npuBaakn:

1. Login = User-Name vnu Calling-Station-ID 1. TorvH = IMSI vunv MSISDN

2. [Tpedwmkcel Login Ha ocHoBe NAS-IP-Address 5 (9= e e ek s

3. IP = Framed-IPv4-Address, Framed-IPv6-Address, Delegated-1Pv6-Prefix Framed-IPv6-Address,
Delegated-IPv6-Prefix
DPI nogoepxusaet npueasky IP-normHa n3 sepkana tpadgpuka GTP-C.

Mopaepxusatotca GTPv1 n GTPv2 ¢ nHtepdencos S11/S8/S5.
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ConoctaBneHue ns BGP

DPI nogaepxusaet npueasky IP-npedukca k kaHanam/aboHeHTam yepes MpaBuna npuBA3ku:
curHanunsaumto BGP.
1. KaHan onpenensieTcs Ha OCHoBe

Mpwv “cnonb3oBaHuM curHanuaauum BGP knneHTy HeobXxoamMMo HacTPOUTb BGP community unvn BGP AS-path

Ha MapLipyTmnsaTope(ax) HoBbl ceaHc ¢ BGP-pednekTtopom, KOTOpPbIN BXOAUT 2. Monb3oBaTenb onpeaensieTcs Ha
B cocTaB pelueHns. BGP-pednekTop Tonbko NpMHMMaeT coobLLeHns ocHoBe BGP community nnu BGP
AS-path

N He OTrnpaBnsAeT HUKaKoW MapLIpyTHOW HopMauum Ans OOQHOPaHroBoro yana.
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[MlopooepXKa Ha KaXkgom dTane

MpenocTaBneHne TECTOBOWN Bepcum A5t NPOBEPKN DYHKLMOHANBHOCTY
MNMopnepxka BHEOPEHNS U KOHCYIBTUPOBAHNE Ha KaXkaoM aTane

Tpwn ypoBHsa nopgaepxku: Next Business Day, 8x5 n 24x7

R

Pernctpaumna obpalueHus 24x7 no e-mail n Tenegony

JInyHbIn KaOuHeT knNueHTa VAS Experts

v/ LeHTpanu3soBaHHOe ynpasneHue NMLEH3NAMM,
BCTpPOEHHas Texnogaepxka n 6asa saHaHun
Ang noBblWeHnsa apdekTMBHOCTUN paboThbi:
my.vasexperts.ru
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KOHTaKTbI

dpi@vas.expert
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