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CopepxaHue

DPl nnhatdopma

CoBCTBEHHbBIM ABUXOK

MyneTMOYHKUMOHANBHOCTE

MNpoU3BCANTENBHOCTL

OTKa30yCTONYUBOCTE

ApPXUTEKTYPA NnaTdopMebl

ADPXWUTEKTYPA PeLUeHKs

1 CKAT — nnatdopmMa Ana onepaTopos cBA3N

CG-NAT

XapakTepncTuk CG-NAT

[MBKMe TapudHble NaaHel IPve

BRAS

Pexxmmbl paboTtel BRAS

XapakTepucTuk BRAS

Oonuuun

MNopnepka Bypass

OuNbLTPaUMa No YepHbIM CNUCKAM

AHanUTUKa

MNpuopuTr3auma

Benwii cnucok 1 Captive portal

Mini Firewall

3awmnTta o1 DoS n DDoS-artak

MapKeTUHT 1 yBEeOAOMNEHUS

BcTpanBaHwve peknamsbl

CxeMa paboTbl BCTRAUBAHMA
peKnamsbl

JinueHsvpoBaHue

InueHsnpoeaHne QoE

NnueH3nposaHme CKAT DPI

O KoMnaHuun

Hawwv npoayKTrbl

[1naHbl paspaboTKu

KoHTaKTbI

vasexperts.ru
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O komnaHuu VAS Experts

VAS Experts — paspaboTumk NporpaMmmHoro 1OM + NocnegHue MHCTaNNAUNM:
o6ecneveHnsa AN KOHTPO/IE U aHannsa _
Tpaduka. C 2013 roga Mbl BbINONHWUAW Bonee ”0”b305.a_Te{TQI_?l;“. ©..* NlvsaH « Yunu
1500 uHcTannsuuin B Poccuun 1 no Bcemy Mupy. Bt _{ 5 KVII'ID' : H
e ot KUMP® « Hukaparya
Hawa komaHaa umeeT 6onee yem 20-neTHUA ¥ YA ke
= Typums « ApreHTuHa

ONbIT pa3paboTKM NPOorpaMMHOro o6ecrneyeHums Eon ee s )

U O6LINPHbIE 3HAHWA B 06N1aCTN TENEKOM
; 30 Téut/c

TEXHONOIMMNA.

[ V4
U tRostelecom ” ZTECH

CableColor:

2 CKAT — nnatdopma ana onepatopos CBA3K vasexperts.ru
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Hawu npoaykKThbl

Deep Packet
Inspection

&

BRAS / BNG

3 CKAT — nnatdopma ans cnepaTopoB CBA3K

Lol

QoE
AHannTuka

=1
CG-NAT

Knro4yeBbie BO3SMOXXHOCTM;

YnpaeneHne aboHeHTaMH
* [MpuopuTn3auma 1 NOANCUHI
* YepHble n 6enble CNMcKn

* BRAS, CG-NAT

VAS cepBucol

* [podunnnposaHmne 6asbl

* MapKeTUHroBble KaMnaHnn
* BcTaeka peknamel

* PopntenbCKMnM KOHTPOb

AHanuTuka
* |loT, DDoS, BotNet
* NetFlow, nepexear Tpaduka

* QoE meTpunku

vasexperts.ru
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Co6cTBeHHbIV DPI aBu)Xok

NcTopus
2013 — DPI
2016 — CG-NAT

2017 — L3 BRAS DualStack |IPv4/IPv6
2018 — COPM

2019 — L2 BRAS DualStack IPv4/IPv6
2020 — MopoepxKa MOBUNBbHLIX CeTEen

2021 — Border

4 CKAT — nnatdopma AN cnepaTopoB cBA3N

3amMeHa pelleHun

* Sandvine

Allot

Cisco SCE

A10 Network

Ericsson SE

User’s packets flows

APP Signatures

:\1;7 Me;o;;;\ - VAS Experts Engine
!' ,-’ Flow processing
Manage
Control ’
Report P L I I N

vasexperts.ru
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3awmTta UHBeCTULnA

[NMporpammHoe peweHune CKAT DPI moxeT
6bITb YCTAaHOBNEHO Ha Ntoboe cepBepHoe
obopyaoBaHve 1 B byaywem NepeHeceHo
Ha APYyron cepeBep ¢ BO3SMOXXHOCTbI
OBHOBNEHUS NMULLEH3UN.

Bnaropapsa 3TOMy Bbl CMOXXETE PacLUUPATL
MLEH3UIO B 3aBUCUMOCTN OT
BO3HMKaKLWLMX 330324 U SKOHOMUTL Ha

Nnokynke AononHUTeNBHOro 060pPyA0BaHKS.

5 CKAT — nnatdopma gna onepaTtopos CBA3K

JNTnueH3us

Anrpeng

CnuaHue

PazpeneHue

MNepeHoc

CepBep nuueH3nm
+ PezepBupoBaHue

* MNepenoanucka

« VAS (nononHUTenNbHblE CEPBUCHI)

« TecToBas NUUEH3USA

e Buptyanmusaums

vasexperts.ru
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MynbTUPYHKLMNOHANIBHOCTD

MHorogpyHKUMOHaNbHAaA nnaTdopma
‘ @ . e @ CKAT DPI, ycTaHOBNEHHAA HA OBBIYHOM
Aggregation CG-NAT Router x86-cepBepe, 3aMeHseT uenbin Habop
Access ceTeBoro o6opyaoBaHUA.

Subscribers

3T0 ynpowaeT npoueccsl
aJdMWUHUCTPUPOBAaHNS,
06CNY)XMBaHUA U MacLLITabMpoBaHNA.

&

Subscribers Aggregation Router

Access

@@

CG-NAT

CKRAT

6 CKAT — nhaTtdopma ans cnepaTopoB CBA3K vasexperts.ru
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[TlponsBoAnNTENBHOCTDb

CKAT-10

CKAT-40

CKAT-100

CKAT-200

MpoussoanTensHocTb, Gbps
KonnyecTtso aGOHEHTOR
KonnyecTBO ceccuin (Makc.)

KonuyecTBO HOBLIX CECCUA

MopTel

Hoebix ceccuid
3apep>Ka {cpeaHee), UC

Mnatdopma

AdeTekTupopaHue
NPOTOKONOB

7 CKAT —nnaTtdopma 4nn onepaTopos CBA3KU
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1000K
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80
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2000K
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100
16 M
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2500K

10x10
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200
32M
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5000 K

20x10
8x25
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vasexperts.ru
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Pe3epBupoBaHue

« banaHcupoBka ceccu no hash

* PesepsHbii DPIl Ha anbTepHaTUBHbIN

CKAT Spare
MapLIpyT
@ @ « CneunanbHas ueHa Ha pe3epBHbIA
CKAT DPI
Router LAG CKAT1 LAG Router
CKATN

8 CKAT — nhaTtdopma ans cnepaTopoB CBA3K vasexperts.ru
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MacwTabupoBaHue

CKAT1
Load Balancer Load Balancer
CKATN

9 CKAT — nnatdopma gna onepatopos cBA3K

« O6paboTtka 100IM6-NnMHKOB
C NCNosb3oBaHMeEM BanaHCUPOBLLMKA
Harpysku

 BoaMoXXHO MacwTabupoBaHue ans
06paboTKn Tpadmnka ao 3,84 Tont/cek.

vasexperts.ru



‘\(VAS Experts

ApXutekTtypa nnatpopmbl

— 1 4 : dakTopbl Data Plane
workers dispatcher workers dispatcher
e X806 cepBepbl  DPDK - Direct
NIC Access technology
« Bbicokas
Control Plane NPOU3BOANTENBHOCTDb

Data Plane

Markmm nMMunT

DNA O DNA 1 DNA 2 DNA 3
in out in out

MaclwTabupyeMocTb Control Plane

HocTynHele nnatdopMbl « CentOS 8

BepTukanbHOe MaclTabupoBaHe MHOMONPOLLECCOpPHbIX

cuctema ge 400 Méut/c Ha ofHOM yCTpPOWCTBE AnrpeFuJ, CBONMMU PYKaMU

HenpepblBHbIA POCT

10 CKAT — nnaTtdopma ansa onepaTtopos CBA3KU vasexperts.ru
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ApXxuUTeKkTypa
pelleHus

Pexxumebl L2/L3 BRAS

CoBMelleHne

BRAS/CG-NAT/DPI/URL-Filtering

MonHasa noanep»xka RADIUS (CoA)

BbicOKas A0CTYNHOCTL C MOMOLLBIO
PCRF cepBepa

BbicTpbin cTapT 13 6a3bl UDR

11 CKAT — nnatdopma Ans onepaTopos CBA3K

Stingray Service Gateway

Router

CorelL3

Aggregation L2
Access L2

Subscribers

@

Radius

@

PCRF

@

DHCP

Router

Core L2

Aggregation L2
Access L2

Subscribers

Stingray Service Gateway

Aggregation L2
Access L2

Subscribers

vasexperts.ru
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Pe>xumbl pab6oTbl BRAS

BRAS L3 IPoE
ynpapnedne no SSH

BRAS L3 IPoE
ynpapneHue no Radius

BRA L2 DHCP Relay
agent

BRAS L2 DHCP Radius
Proxy

BRAS L2 PPPoE

[MpenBapuTeneHas arpy3ka cooTeeTCcTeMA IP-TaprdHbIA nnad, Npuy
MCNONb30oBaHWUUK AMHaAMMYeCcKoW Belaaqu IP agpecoB, Hectxoanuma
ycTaHoBKa Radius MOHWTOPAa MK NonHOUEeHHLIM Nepexof Ha Radius

ABTOopH3auMa aboHeHTOB Yepes Radius cepBep 4718 aBOHEHTOB, KOTOPbLIM
y)Ke BblgaH IP agpec

ABTOpU3auma aboHeHToR Yepe3 Radius cepeep no MAC-agpecy, 418
Bblaqn IP aapecos ncnoneaywTess DHCP cepeep

ABTOpU3auma aboHeHToB Yepes Radius cepeep no MAC-agpecy, BMecTo
DHCP cepeepa ncnonwsyetcsa Radius cepeep, a fastDPI B cBazke ¢
fastPCRF BoicTynaeT B pon DHCP cepsepa

ABTopu3auua aboHeHTOR PPPOE ¢ nogaepmxkon npoTokonos PAP, CHAP,
MS-CHAPv2 nnv no MAC-agpecy

12 CKAT — nnaTdopma ans onepaTopos CBA3K

YyeT VLAN/Q-in-QT3ra

ARP proxy, ARP aeTopuzaumns, yuet
VLAN/Q-in-Q Tara

Onuwa 82 B DHCP 3anpoce, ARP proxy,
ARP asTopuzaums, ydet VLAN/Q-in-Q
Tara

YyeT VLAN/Q-in-QTara

vasexperts.ru
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Xapaktepuctukm BRAS

 Kom6uHaumnsa L2 (PPPoE, DHCP) » [NOBbIlWEHWE CKOPOCTU HA

n L3 (IPoE) pexxumos NOKanbHble pecypcbl AU
onpeaeneHHble CepBUCHI
(MecceHpKepbl, COLManbHbIE
ceTu) BHe TapudHOro nnaHa

« Peannsauymna tepmuHaumm
Tpaduka (PPPoE, QinQ, Vlan)

» MNopaep)xKa My1bTUNONb30OBaATENEN
(oanH Login - mHOXecTBO |P)

« Packpacka tpaduka(Vlan,
IP, MPLS)} n patoTta c y)xe

« Dual Stack IPv4/ IPv6 Pa3aMeYEHHbIM TPadUKOM

« Yenyra Mini Firewall ans
NOoBbIWEeHNa 6e30NacHOCTU
ceTtun

« benble cNUCKK C NnogaepPXKon
hostname, URL n macka *.domain

e [prnopuTtnzaumvsa Video,
Online games, Web traffic

13 CKAT — nnaTtdopma ans onepaTopos CcBA3K

PCRF

* [1poKcHpoBaHWE 3aNpPoOCOB MeXKOy
BRAS v Radius cepeepom

* [NuHamunyeckoe ynpaeneHue
NONUTUKOM K cepencamm no Radius

* CHUHXPOHM3aUMA NHGOPMaUnK
06 aBOHEHTaX MeXkay HECKONbKUMM
BRAS u o6ecnedyeHue pe3epBUpOBaHUA

* lAcnonb3oBaHMe pasaenbHoro
AKKayHTUHra ana AS nnm npoToKonoB

vasexperts.ru
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Xapaktepuctukum CG-NAT

®

Subscribers CPE

e IPv4 Internet
@ CG-NAT

Subscribers CPE

Private IPv4 Private IPv4

« Full Cone - lNpo3pavHag pabota < Hairpinning - O6MeH noKanbHbIX
P2P NPOTOKONOB N OHNAWNH UTP aboOHEHTOB 6e3 TpaHCNAUUNn

14 CKAT — nnatdopmMa ana onepaTopos cBA3N

MonHaa comecTtMocTb ¢ COPM

Paired IP address pooling - [pnBa3Ka
ceccuy aboHEHTa K OQHOMY BHELWHEMY
IP appecy

Hairpinning - O6MeH nokanbHbIXx a60HEHTOB
6e3 TpaHcaauum

Numutbl - Hannymne numuntoB gna TCP n UDP
ceccum B pamkax kaxxgoro NAT nyna

3kcnopt NAT TpaHCchsUMKM — 3aNUCH B
TEKCTOBbLIN pann nnu eeirpyska no NetFlow v10

vasexperts.ru
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[ Mbkune TapmdHbie NnaHbI

3agava

1) OrpaHv4YeHre No MCXOAALLEMY TOPPEHTY

2) MakcrManbHas CKOPOCTb Ha NOKaNnbHble pecypchl
3) MpuopKnTK3auusa ans:

 MecceHmxepoe 1 SIP

« HTTP,HTTPS, QIUC

* Mrpoeoin cepeuc World of tanks

VAS Experts S5G

[ Vchannel 1 ([ Subscribers channel |

Common channel ,f"

[ Vchannel 2 (f .Subscﬁberschannel':

15 CKAT — nnaTtdopma ans onepaTtopos cBA3K

Classes (cs):

¢s0 dns, icmp (e.g. World of tanks)
cs1 http, https, quic

cs3 default

cs4d viber, whatsapp, skype, sip

htb_inbound_root=rate 50mbit
htb_inbound_classO=rate 20mbit ceil 50mbit
htb_inbound_classl=rate 1mbit ceil 50mbit
htb_inbound_class2=rate 8bit ceil 50mbit
htb_inbound_class3=rate 8bit ceil 50mbit
htb_inbound_class4=rate 8bit ceil Imbit
htb_inbound_classb=rate 100mbit static
htb_inbound_class6=rate 8bit ceil 50mbit
htb_inbound_class7=rate 8bit ceil 50mbit

cs5 AS local IP, peering
¢s6 tcp_unknown
¢s7 Bittorrent

htb_root=rate 50mbit
htb_classO=rate 20mbit ceil 50mbit
htb_classl=rate 1mbit ceil 50mbit
htb_class2=rate 8bit ceil 50mbit
htb_class3=rate 8bit ceil 50mbit
htb_class4 =rate 8bit ceil Imbit
htb_classb=rate 100mbit static
htb_classG=rate 8hit ceil 5bmbit
htb_class7=rate 8bit ceil 5mbit

vasexperts.ru
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IPv6

Mpo6nembl

Crapoe obopypoeaHue;

* CPE

TV

* SIP pheones

* Gaming and TV set-top boxes
BoHychl IPv6:

* Het NAT B CPE

* VnyyweHHoe P2P

* [Mpamon goctyn loT, M2ZM

16 CKAT — nnaTtdopma ana onepaTtopos cBA3K

Mbi pekomeHgyem Dual Stack: cepbint IPv4 + 6enbin IPVv6

Moyemy HY)XKHO HAUMHATL cenyac?

* BHegpeHue 3aHMMaeT gauTenbHoe Bpems (ONbIT, 3aMeHa 0b0opyaoBaHUA) = 3 roga

A BApyr noHapobUTCA CPOYHO - Bbl HE CNIpPaBUTECH

* YcTtpownctea IOTIPv6 only

MNMpodeccnoHanel (admins, webmasters) - 4ocTyn K ipv6 pecypcam (BHyTpeHHue /
KOpPNopaTUBHbIE CETK)

* Kopnopartbl: cBS3b pUINAN0B, pe3epBrUpoBaHUE an/INHKa

* HoBble ceTeBble CTaHOAPThI

YaepxaHne aboHeHTOoBR(OpYrnX ipvb NpoBangepoB Ha PbiHKE Mano)

vasexperts.ru
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[Moppep)xka Bypass

Onuuna Bypass nossonser BceTpoeHHbin bypass
rapaHTUpoBaTb paboTOCNOCOBHOCTb B kapty Silicom
NpW YCTaHOBKE «B pa3pbiB»

N aCUMMETPUYHO B CJIyHasaX:

Silicom Network
Card

HeuncnpaBHocTn 060pyaoBaHnA

In > ﬂ@ Out
Ownbkun NoO
OTKNOYEHNA NUTAHUA

MpoBeaeHna peMOHTHbIX PaboT

17 CKAT — nnatdopmMa Anst onepaTopos CBA3K

BHewHwun bypass nob6oro
npou3BoaUuTens, ynpaBnsaembii
CKAT DPI

Management

|n—>o ut—»

External Bypass

vasexperts.ru
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OunbTpaumnsa rno YHepHOmMy CrmUcCKy

OnucaHue XapakTepucTuka

@ ®unbTpaums No cCO6CTBEHHOMY CNUCKY onepaTopa

@ McnonbsoBaHWe LeHTpan30BaHHOMO CAUCKa ANs KnacTepa CepBepoR

B pasptlB, 3eprano
aCUMMETPUHHO

©

bnokunposka Tpaduka http/https

Bnokupoeka HTTPS-Tpaduka no SNI u Common Name

zabnokuporaHHoro URL (ona http)

@ YCcTaHOBKa nepeagpecauyn Ha CTpaHuLy onepaTtopa ans
@ BO3MOXXHOCTb COBUPATL CTAaTUCTUKY NO 3a610KUPOBAHHBIM CTPaHULAM

BO3MOXHOCTb MOHWUTOPWHIA 3arpy3Kn CNUCKoB M GrnbTpaumm

Jo 4 mnpo URL MaKcuManbHbLIA pasMep CrnucKa

18 CKAT — nnaTtdopma ana onepaTopoB CBA3KU

MNogaepiKa cxeM NoAKNIOYEeHns

BO3MOXHOCTb yNpasneHus ¢uibTpaumein no onpeaeneHHbIM
NO/b30BATENAM M NOACETAM A5 OPraHn3aumMi CEPBUCOB GUMLTPaLUK

OunbTpauna nossonsaeT
HNOKMPOBaTbL oNpeaeneHHble
URL-agpeca npoTtokona http,
BK/IHOYAsA CoOUuMabHbIE CETH, Takmne
Kak Facebook, Youtube, Rutube,
Wikipedia 1 pecypcel, cumnTatoLmecs
3KCTPEMUCTCKUMMN.

Mopnep>xnBaeTcs cocTaBneHmne
YEPHbIX CIUCKOB MO KaTErOPUaMm
NCMONb30BaHME KOMOMHAUMN
KaTeropuin. KateropmampoBaHHbie
CMUCKN 3arpyxatoTtcs
aBTOMaTUYECKM.

vasexperts.ru
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AHaNnNTUKa

Co6op aHannTukn Netflow no ArpervpoBaHHaga Hdopmaumnsa oaa OUNAMHIa no Knaccam ansg KaXkaoro
cneayrouwmm Kateropusam: aboOHEHTAa NO3BOAAET OUEHUBATb OTAENbHO TPpaddUK sip, skype n torrent.

1. PacnpegeneHne nonocbl NO NPOTOKOAaM
NPUNOXKEHUN " ook anavmis e

Pariata BSH20S 16 00 - PETIO015 17 55 = | For a8 DFY cavices - v

2. PacnpegeneHue nonocsl No

¥ prawcsl T, Bes = Toaiti from Tramc 10
= L ZET ST
ABTOHOMHBIM cucTemam (AS) F
“ H hzpa ddl 157 WanT 16545 541 1053 TS
Bl ESneed £F125 265 895 7YY ™ G805 918212
3. Bpirpyska cBOOHOW MHPOPMaLMK U3 2 e mxez amies  mtonns M
6UIJIMHIA MO KNACCaM /1S KXKA0ro i i g
aﬁOHeHTa WEEG a0 WO 581 18,525,158
4. Boirpyska full netflow no aboHeHTam TR O
#  RIF &0 4128153 1804 645 WG
pin-1-ea-ii B2 1200000 1520000 TI2080
Bce pexxumbl MoryT paboTaThb e v e M
it 23 1188 B0 1,485 300 T8 080
OﬂHOBpeMeHHO' (3] R4 M BAT WG SURESS GO 740580
Wy vl aw a n [ Expont L o—— v [ Expon

19 CKAT — nnatdopma ans onepaTtopos cBA3K vasexperts.ru
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[TpyopuTnUsauus

Mo HanpaBneHuio Mo Uplink Mo nonb3oBaTenam
« Registered AS  VLAN . IP
« Customized AS  Pair of physical ports e Login

No npoTokony / NpUNOXXEeHUo

HTTP
Before QoS After QoS

HTTPS

HTTPS
Torrent

HTTPS

Edonkey2000 Torrent

> Skype

20 CKAT — nnaTtdopma gns onepaTtopos CBA3K vasexperts.ru
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benble cnucku u Captive portal

Onuna «benbin CNNCOK» NO3BOAAET OrPaHNYNTb CMNCOK CANTOB N
pPecypcoB, AOCTYMNHbIX AN8 a60HEHTAa, U HACTPOUTL PEAUPEKT Ha

onpeaeneHnyo CTpaHULy NPU NOMNbITKE NEePenTn K APYruM pecypcam.

Internet
Platform Request—p Connection—p
Connection DPI
|

Authorization Platf . )

by Phone Number atform heques
BNG CG-NAT . .

User’s Device Authorization

CKAT Server

21 CKAT — nnaTtdopma ana onepaTopoB CBA3KU

NMpnmeHeHue:

BnoknpoBKka goctyna npu HyNneeom
HanaHce ¢ BO3MOXXHOCTBIO NepenTH
K MOMNOMHEHMIO CHeTa Yyepes
ABTOPU30BaHHbLIE NATEXHbIE
CUCTEMBI

MoeHTnpnkauns aboHeHTa B
nyénmnyHbix cetax WiFi, paspeweHune
onpegeneHHbix genctemm B cetm WiFi
onsa obecrneveHms gocTyna.

vasexperts.ru
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Mini Firewall

3apauu:

 MpenoTBpPaTUTb B3/TOM YCTPOWCTE NOJ/Ib30BaTe s
Mo CUCTEMHbIM NMopTam

° 3a6ﬂ0KMpOBaTb BpeOHOCHYK aKTUBHOCTb OT
aboHeHTa - SPAM, BotNet
PekomeHpauunn:

* McnonbazoBatbcTaTUCTUKY U3 moaynsa QoE B JInyHoMm
KabuHeTe aboHeHTa

» [Npoeectn yegomneHmne yepes CKAT DPI o pakTe
3apakKeHusa 1 NPeanoXXmnTb peLlleHmne, NOMOLLb No
3alUMTE OT BUPYCOB

22 CKAT — nnatdopma ansa cnepaTopoB CBA3K

————Parasite Traffic————P» . @ 1 Attacl:_lc;r:dt:’:rCehent s
Mini-Firewall @
Subscribers @ @ Router
it —Legitimate Traffic———

Legitimate Traffic———)»

CG-NAT

CKAT

vasexperts.ru
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3awmTta ot DoS nu DDOS-aTak

1. TCP SYN Flood 3awuTa ot DoS:

« OBHapy>XmnBaeT aTaky Npu NpeBbILLEeHNN YKa3aHHOIo Nopora 3anpocos,
He noaTBepP>XXAeHHbIX KnneHToM SYN

o CaMoCcTOATENBHO, BMECTO 3allMLLIEHHOIO canTa, oTBeYaeT Ha 3anpocbkl SYN

« OpraHuayet ceaHc TCP ¢ 3aWueHHbIM CanTOM Nocne NoaTBep>KaeHusa
3anpoca KIMEHTOM.

23 CKAT — nnaTtdopma onsa onepartopos CBA3KU

N

B 3aBUCUMOCTU OT HACTPOEK,
CKAT DPI MOXET He NPUMEHATb
3TOT TUN 3alWMThI (Py4Has
AKTMBALMA), aBTOMATUYECKMN
AKTUBUPOBATb 3alMTY UK
HAXOAUTBLCH B peXUme
MOCTOAHHOW 3aLUUThI OT 3TOrO
TUNAa aTakM.

vasexperts.ru
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3awmTta ot DoS nu DDOS-aTak

2. Fragmented UDP Flood 3awiuTa
ot DDoS

&,

I=

[laHHbIA TUN aTakW ocyLlecTBNaeTCs
pparMeHTUpPOBaHHBIMW Udp-NnakeTamm, O6bI4HO
KOPOTKOIo pa3mepa, Ha C6opKy n aHanus
KOTOPbIX aTakyemasa nnathopma BbiHYXKAEHA
TPaTUTb MHOIO PECYPCOR.

3alwnTa ocywecTBNaeT A NyTeEM OTGPAaCHIBAHNSA
HeaKTyanbHOro ANd 3aWULLEAeMoro canta Habopa
NPOTOKONOB UIN XXECTKOro orpaHnYeHms nx No
NPONycKaeMomn nonoce.

24 CKAT — nnatdopma ansa onepatopos CBA3K

3. Ncnonb3oBaHue TecTa ThlOpUHra
(ctpaHnuku ¢ CAPTCHA) ans 3antbl
ot DDoS

)

=

[Mpwn NpeBLILLEHNN MOPOroBOro 3Ha4YeHus,
AKTUBUPYETCH 3aUNTA U NONb30BATENIO
Heobxoanmo BeecTn MHpopmaunto n3 CAPTCHA
AN NOATBEPXKAEHNS CBOEN HEMPUYACTHOCTU K
ceTu 6OTHeT.

TOABLKO NOCAE 3TOro AOCTYN K canTy éyner
paspeweH. JaHHbIA KOMNbIOTEPHLIA TECT

onpenensieT, Kem ABNAETCA NOMAb30oBaTENb
CUCTEMbI — YETOBEKOM UMM KOMMBIOTEPOM.

vasexperts.ru
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MapKeTUHr n ysegomMmeHUs

Bo3amoXXHOCTU HOTUDMKaAUNMK:

* ABTOMaTU4YECKOE CErMEHTUPOBaHWE 6a3bl aGOHEHTOB B COOTBETCTBMU C ONpeaeneHHbIMU KPUTEPUSMHN
* HacTtpoWka yBegoMneHnin B onpeneneHHblil Neprnog BREMEHN U OeHb HE4ENN

* B0O3MOXHOCTE NPOBEOEHNA HECKONBbKUX KAMNaHWM OQHOBREMEHHO.

HTTP request:
Redirect

NMpumeHeHue:
Subsgribers DPI Internet
1. lNpoBegeHne onNpocoB NoAb3oBaTenemn
2.  MpepynpexneHve o paboTax Ha CeTaX U Nepetosx CBA3M q ]
3. MHOOPMUPOBaHME O HOBbIX YCAYrax U akumax 4Ns aGoOHEeHTOB. V(\j/pzrator
eb-page
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BcTaBKka peknambl gnsg web ctpaHuu,

MpumeHeHUe dopmaTbl

1.

PasmMmelleHne peknambl U HOTUGUKaLMK « [leckTOon 1 MOBUMbHbIE e HaTUBHbBIN

ana aboHEeHTOB

« MIHTepaKTUBHbIE OKHA * Buneo

[loxoa ¢ Ka)aoro Knuka
« MeHIo 1 3anonHeHue

« OYyNNCKpUH bOPMbI

MNpoBeaeHue, ynpaBneHne um

MOHWUTOPUHI PEKNaMHbIX KAMMNaHUK
o lllanka

YyeT YepHbIX 1 6e/bIX CMUCKOB

AdBlock - 6nokKMpoBKa peknambl
Ha CETEBOM yPOBHE

26 CKAT — nnatdopma ansa onepatopos CBA3K
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BcTaBKka peknambl gnsg web ctpaHuu,

CKAT

aNG lNpenmyliecTBa

@ © AKTVIBaLI,I/IFl B OOMH KNMUK
@ VAS Cloud
@ VM GUI

CG-NAT SSG

ABTOMATHUYECKWIA BUANWHT

* [NpooyMaHHbIW TApPreTUuHr

Billing
* BboicTpoe BHegpeHne

ADS

@ Aggregator

Marketing

Mokas 6aHHEPORB W Nepexoq no HAM ONAaYMBaETCH arperatopoM PeKNambl; HAYNCNEHNUE AEeHEXHbIX CPEeACTB NPONUCXOQNUT B INYHOM
katuHeTe VAS Cloud onepaTopa 6e3 gononHUTENbHbIX HACTROEK.
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JiInueHsnposaHue CKAT DPI

u
|
P

BRAS

©

OnunoHankeHo

Entry

©

OnunoHankeHo

©©

OnuroHanLHO

©

OnunoHankeHo

SNSHSHHIIUSHONO,
SHHSHIHSHONOHOHONO,

©

28 CKAT — nnatdopma ona onepatopos cBA3K

Base

SNSHOHOHCHOHOHOHO,

Complete

SHCHCHOHOHCIOHCHOHC,

Onuuu

MNogoepxka Bypass

POrNbTpaLKna Mo peecTpy 3anpeLlleHHbIX CanToR

C60p ¥ aHaNM3 CTaTUCTUKKU MO NPOTOKONAM M HANRaBleHNAM
PazmeTKa npuopuTeTa TpaduKa B 3aBUCUMOCTH OT NPOTOKONA

Lawful interception, ckemrmk ana COPM-3

YeeNOMNEHME abOHEHTOR M MapKETUHIOBLIE KAMMNAHWK
OnTMMKU3aLMA MCNONB30BAHWA BHELWHMUX KaHanose 4oCcTyna
PacnpeneneHue KaHana goctyna mexay aboHeHTamu ans IPv4 v IPVG
BnokupoeKka 1 3aMeHa peKnambl

Beneit cnucok v Captive Portal

vasexperts.ru
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JiInueHsnposaHue CKAT DPI

Entry FLTR BRAS Base Complete Onumnum
@ @ OnuunoHansHO @ @ Mini-Firewall ans 6n10KMpPOBKK NO onpeaeneHHbIM NOPTaM
@ @ OnunoHanbHo @ @ 3awuTa oT DOS M DDOS atak
@ @ OnunoHanbHoO @ @ CG-NAT - TpaHcnauma ceTeBbIX aApecos
@ @ @ @ @ BRAS L3 (IPoE), Dual Stack IPv4/IPv6, nogaepxKa Radius
C pyHKUNen CoA
x) x) OnumoHanbHo x) ) BRAS L2 (PPPoE, DHCP), Dual Stack IPv4/IPv6
@ @ @ @ @ lMNoanucka Ha o6HoBNEHMA 1o,

29 CKAT — nnatdopma ansa cnepaTopoB CBA3K vasexperts.ru



‘\(VAS Experts

Mopaynb Quality Of Experience

Moaynb Quality of Experience (QOE) — 310 nporpaMMHbIn
NPOAYKT ANA cO0pa CTaTUCTUKK N OLLEHKM KavecTBa
BOCNPUATUA YCNYT.

Co6paHHasa Moaynem cTaTUCTUKA HaKNaablBaeTcsa Ha
ocobble METPUKN N8 onpeaeneHusa NoNb3oBaTeNbCKOro
oMnbiTa U OTBEYaeT Ha BONPOC, HACKO/IbKO KaYeCTBEHHbIe
YyCNYru cBfI3K 1 gocTtyna B IHTepHeT nony4yaeT KOHEYHbIN
Nnosb3oBaTeNb.

Mony4yeHHblE AaHHbIE NO3BOAT ONepaTopy
NpPeanpuHATb HeOBX0AUMbIE OEUCTBUA A8 YIYHLWEHUS
Ka4yecTBa yCNyr 1, Kak cieacTBue, ANs NoBbILLEHUSA
NoANbHOCTN aBOHEHTOB.

30 CKAT — nnaTtdopma gns cnepaTopoB CBA3K

CKAT

Subscribers Aggregation

DPI
Access
API
BNG

CG-NAT
PCRF

Radius IPFIX

IP/Login/MAC/Hwid/Address e
Billing QoE|Stor Classifier
API
Support GUI

@

Router

Marketing

vasexperts.ru
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MeTtpuku QokE

1. NMokazatenn Kpyroson 3aaep>xku (RTT)
2.MNoKasaTenn KonmyecTsa Nepe3anpocos

3. Konun4yecTBo ceccun, yCTPOMUCTB, areHToB,
IP appecoB Ha aboHeHTa

4. PacnpeaeneHune Tpadpurka no npuUKIagHbiM v
TPAHCMOPTHLIM NPOTOKONAM

5. Pacnpeaenenune Tpaduka no HanpasneHam n AS

6. Knukctpum ansa Ka>kaoro aboHeHTa

31 CKAT — nnaTtdopma ana onepaTopoB CBA3KU

SYIN—— ] }
T —————SYN——
e SYN-ACK— |

|
|
|
|
RTT = (ACK - SYN-ACK)/2 |
|
|
|
I

ACK—— )
_—

| | ACK— )]

|{4¥— —— —— —— —— ——ESTABLISHED CONNECTION= — —— —— —— —— P
|
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Kak ucnonb3osatb QoE meTpukun?

MoBbieHWe npogax NMpoakTBHaA noaneplXkKa

 [popaa HoBbIX cepBucoB, Wi-Fi e ['ny6oknin TpabnWyTUHT M MOHUTOPUHI CETU C
obopynoBaHus, TapUdpHbIX N1aHOB ncnone3oBaHnem Round Trip Time n TCP retransmitting

* bopb6a c OTTOKOM 1 aHaNn3 NPU4YKH, e [Monck npobnem ¢ KNMeHTCcKM obopyanosaHmnem, Wi-Fi router,
NOBbLIWWEHUE NOANBHOCTH CBUTHYAMM AOCTYMNa 1 arperayum

e TapreTnpoBaHHas peknamac e OnpepeneHne oNTUManbHbIX TOYEK NMUPUHIa U CBA3HOCTU
ncnonb3oBaHuem npodpunen aboHeHTOB yepes Uplink

32 CKAT — nnaTtdopma onsa onepatopos CBA3KU vasexperts.ru
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Kak ucnonb3osatb QoE meTpukun?

%3
Yaep)xaHue 6a3bl abOHEHTOB

- OnpeaeneHve gerpagaumm KadyecTsa ycnyr
y aboHeHTa MU onepaTVBHOE pearnpoBaHue

« PaboTa C BOZMOXHbIM OTTOKOM M aHanu3
MPUYMH OTTOKA B NPOLW/IOM

« ABTOMaTKU3aLUMA ONpoca nocne Bolesna
MacTepa K aboOHeHTy

33 CKAT — nnaTtdopma gns onepartopos CBA3KU

+O
MNMoBbIilWIEeHWE NOANBHOCTU

* [IpoBegeHne MapKeTUHroBbIX KaMNaHMiM NO HOBbIM Tapudam,
ycnyram v npepnoXXeHusm ¢ y4HeToM UHTepecoB aboOHEHTOR

« Ycnyra no npenoctaBneHnio MHGoOpMaLnm O 3arpy>KEHHOCTU U
KayecTBe KaHana 4epes NMUMYHbIK KabUHeT aboHeHTa

* YBeaomneHus ot aktueHocTr BotNet B ceTu (akTyanbHo gnsa loT)

vasexperts.ru
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[ padunyecknm MHTepdeunc

1. OrpaHun4yeHmne gocTyna no poasam > o
= niips 443
2.¥YnpasneHne HeckKonbKumun DPI: - —
MOHUTOPUHT N KOHGUrypauus S Biorent 9165
QUIC 40218

3. benbie N YepHble CNUCKK  asze av22e

slun-behavior 3478
UDF Unknown 65041

4. YnpaBnenne TapudHbiMMN NNaHamMmmn aBOHEHTOB =

# WDER A0iTN

5.653

5.Cosganve NAT-nynos

0r_ «

Traffic, Bps  «

5,586,617.796
3,167,760,035
2 250,125 667
2,032,074,001
474,061,209
173,067,011
171,404 585
145 466 249

147 7N TTR

Traffic fr

384,499

105,533

142780

05225

245,244

45,605 8

434820

A4 6135

2.IRE AR

14 664 733025 2 57253

[3. Export

5.6 Gbit's

47 Ghitis

3.7 Ghit's

2.8 Ghit's |

1.9 Ghit's

453 7 Mhit's

28.0309.00

Spline area e

[3. Export

6. YnpasneHune onumnammn HotSpot mn Click wrap
7. PaboTa co cTaTUCTUKOWN

8.MNoanepxka APl ans nHTErpaumm ¢ BHELWWHUMKW CUCTEMAMMN.
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Lite Standard Onuun

©

KonnexkTop gnsa cbopa cTatucTuki no npotokony NetFlow ¢ nogaep»Kon peakcnopTta

MoppepxwKa APl ona MHTerpaumm ¢ BHELWWHUMKU CUCTEMAMK

Busyannzauma ctatctrkin Full NetFlow un ClickStream

BcTpoeHHble oT4eThl TOMM Ha 6aze Full NetFlow: BelcoKWid RTT, no 06beMy TpaduKa, No KONUYeCTBY Nepes3anpocos,
Mo NPUKNaaHLIM NPOTOKONaM, No AS, N0 aGOHEHTCKKUM AS, N0 KOMMYTaTOopam AoCTyna 1 arperaumm

BcTpoeHHble oT4eTol TOIM Ha 6a3e ClickStream: URL, XocTbl, aBOHEHTHI, YCTPOWCTBS, IP pecypcos

Brirpyska oT4eToe B popmaTe XlIsx, .csv, .pdf, .png

OTueT No KaTeropuam web pecypcoB, 06HOBNEHUE CNNCKA KaTeropui

Monbzoeatensckue otHeTol Full NetFlow mn ClickStream ons oetanvaaunm no aboHeHTY

YCTaHCBKA TPUITEPOB M AEUCTBUI MO COBLITUAM, OTNRABKA OTYETOR N0 email

SMONONOMOMONNCORIOMO,

HeTtexkTuposaHne DDoS 1 BotNet

JiInueHaunpoBsaHune QokE
OMOMOMONMOMOINOCERICHOMO
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HanpaBneHua pa3paboTkun

 MapuwpyTnzauus. Noagepxka « SDK curHaTypsbl M onpeneneHune no

npotokonoe BGP, OSPF SNI (HTTPS) n umenn xocta (HTTP)

. BRAS /

» [Nopoepxka annHel npedukca IPvo « HacTtpanBaembin knaccugpukaTtop BGN

(B HacToALWEe BpeMa TONbKO /64) WEB-pecypcoB N Pl
 Nopaep»xka npotokona Diameter » Peannsauma mexannama MITM - .

(nHTepdpencol Gx, Gy, Gz) e l o
* YNpaBneHne KBoTaMmn aboHEeHTOB
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Follow The Experts

dpi@vas.expert
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