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ˮ͔͔͙ͣͤͤ͘Ύ ͔ͣͭͦ͒͊ ͍·͎͙ͪͯ͘͟ ͙͍ͫͨͫͦ͟ ͦͭ 
˾ͦͫͦͣͤ͊͒ͦͪ͊͘͟.

˿ ͎ͨͦͤͦͦ͡ ͙ͫͨͫ͊͟ ͤ͊ ˨͔͡Έͭ·Φ

͔͔́ͪ΅͔ͤͦ͟ ˢ͔ͪͭͣ

˸͔͔͔ͤ͒͗ͪ ͨͦ ͔ͪ͊͋ͦͭ ͫ ͔͙ͨ͊ͪͭͤͪ͊ͣ
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˻ ͙͙ͦͣͨ͊ͤ͟

VAS Experts ςͫͦ͒͊ͤ͊͘2012 ͎ͦ͒ͯΣͫ
ͼ͔͡ΈΌ͙͎͎ͪ͊ͪ͊͋ͦͭͨͪͦͪ͊ͣͣͤͦͦ͘͟
͔͔ͦ͋ͫͨ;͔͙ͤΎ͍ͦ ͙͔͔͙͋͊ͫͭͭͦͣͣͯͤ͊͟͟͡͡ͼ͙͚
͙͙ͫͦ͒͊ͤ͘Ύ͔ͤ͊ ͎͔ͦ͋͊͒ͦ͘ ͙͔ͨͦͤͭ͡͡Έͤ·ͻ
͎ͯͫͯ͡(ValueAddedServices).
͙͙̊ͭ͊ͭͦͣͨ͊ͤ͟ς 10+ ͙͍ͫͦͭͪͯ͒ͤͦ͟

ͪ͊ͪ͊͋ͦͭ͘;͙͙͎͎͔͔ͨͪͦͪ͊ͣͣͤͦͦͦ͋ͫͨ͟;͔͙ͤΎ
ͫͦͨ·͙͔͔ͭͦͣͪ͊ͪ͊͋ͦͭ͋ͦ͘͟͡15 ͔͍ͭ͡
͙͔͔͙ͦ͋͊ͫͭͭͦͣͣͯͤ͊͟͟͡͡ͼ͙͚.

˽ͦͪͭͺ͙͍ͦͦͨͪͦ͒ͯͭͦ͟͡:
1) ˿˴ˢ́DPI
2) ˮ˿˿ ˻˾˸-3
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˽͔ͦͤ͊͘͡Ύ ͙ͤͺͦͪͣ͊ͼ͙Ύ

1. ˣ͎ͦ͡ ͤ͊ ͚͔ͫ͊ͭ
https://vasexperts.ru/blog/roskomnadzor/novyj-mexanizm-
vygruzki-iz-edinogo-reestra-roskomnadzora/

2. ˤˮ˴ˮ ͤ͊ ͪͯͫͫͦͣ͟
3. ˥ͪ͊ͺ͙;͔͙͚ͫ͟ ͙͔ͤͭͪͺ͔͚ͫ 2.0

http://vasexperts.ru/wiki/doku.php?id=dpiui

4. ˾͔ͫͯͪͫ· ͤ͊ ͚͔ͫ͊ͭ
Åˣͪͦ΄Όͪ· ͙ ͦ͋ͦͪ͘ ͨͪͦ͒ͯͭ͊͟
Åˤ͙͔͔͙͒ͦͣ͊ͭͪ͊͡·
Å˴͔͚ͫ· ςͦ ͭ͘·͍· ͤ͊΄͙ͻ ͙͔͍ͤͭͦ͟͡

http://blog.vasexperts.ru/
https://vasexperts.ru/blog/roskomnadzor/novyj-mexanizm-vygruzki-iz-edinogo-reestra-roskomnadzora/
http://vasexperts.ru/wiki/doku.php?id=start
http://vasexperts.ru/wiki/doku.php?id=dpiui
http://vasexperts.ru/docs.php
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˽͊ͤ͡ ͍͔͙͋ͤ͊ͪ͊

͙̅͡Έͭͪ͊ͼ͙Ύ ͤ͊ ͔͋͊͘ ˿˴ˢ́ 5tLΦ ͚͍̂ͫͭͪͦͫͭͦ ͙ ͍͙ͦͣͦ͗ͤͦͫͭ͘Φ

ˮ͔͔͙ͣͤͤ͘Ύ ͔ͣͭͦ͒͊ ͍·͎͙ͪͯ͘͟ ͙͍ͫͨͫͦ͟ ͦͭ ˾ͦͫͦͣͤ͊͒ͦͪ͊͘͟Σ ͫ 
͎ͨͦͤͦͦ͡ ͙ͫͨͫ͊͟ ͤ͊ ˨͔͡Έͭ·Φ

˿ͻ͔ͣ· ͍͟͡Ό;͔͙ͤΎΣ ͙͙͎ͣͦͤͭͦͪͤ͊ ͙ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͒͡Ύ млл҈ 
͙͍͙͋ͦͪͦ͟͟͡Φ

͙͔̏ͦͫͫͭͣ͊͟ ˿˴ˢ́ 5tL ς͙ ͍͔͙͍͙͔ͤͫͭͪͦ͊ͤ ͍ ͋ͯ͒ͯ΅͔͔ ͍͔͚ͫͦ ͔͙ͫͭΦ

˻͍͔ͭͭ· ͤ͊ ͍ͦͨͪͦͫ·Φ
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ˤ͙ͦͣͦ͗ͤͦͫͭ͘ ͨͪͦ͒ͯͭ͊͟ ˿˴ˢ́ DPI

˿˴ˢς́ ͎ͨͪͦͪ͊ͣͣͤͦ-͊ͨͨ͊ͪ͊ͭͤ·͚͔ͦͣͨͫ͟͟͡Σ
͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͒͡Ύ ͍͔͔͙ͨͪͦ͒ͤΎ͙͊ͤ͊͊͘͡Σ
͙͔͔͙ͨͪͣͤͤΎ͍͙͙͙ͨͪ͊ͣͦ͒͡ͺ͙͊͟ͼ͙͙ͭͪ͊ͺ͙͊ͫ͟
͙ͫͨͦ͡Έ͍͙͔͔ͦ͊ͤͣͭ͘ͻ͎͙͙ͤͦͦ͡DPI (Deep Packet
Inspection).

ˤ͙ͦͣͦ͗ͤͦͫͭ͘:
Ås ͍͙ͭͦͣ͊ͭ;͔ͫ͊͟Ύ͙͔ͦ͋ͪ͊͋ͦͭ͊ͫͨͫ͊͊ͨͪ͘͟͟΅͔ͤͤ·ͻ
͚͍ͫ͊ͭͦ˾͙ͦͫͦͣͤ͊͒ͦͪ͊͘͟˸͙ͤΌͫͭ͊ό͍͔͍͙͔ͫͦͦͭͭͫͭ̅-˭
139)
Ås ͙͙͍ͤ͊ͭ͊ͪ͟͡ ͔͙͔͔͗ͣͪ͊͡Έ͎͍͔͔͙ͤͦͦͪͣͤ
Å̂ ͍͔͙͔͚ͨͪ͊ͤͨͦͦͫͦ͒͡͡͡Ύ͊͋ ͔͍͙ͦͤͤͭͦͦ ͋΅͔͚(QoS)
Åˮ ͤͺ͙͍͙͔͔͍ͦͪͣͪͦ͊ͤ͊͋ͦͤͤͭͦΣ͍͍͔ͫͭ͊͊ͪ͊ͣ͟͟͡·
ÅCG-NAT
Åx ͔͡·͔͙͙ͫͨͫ͟C͙aptivePortal
Å˿ Ά͔͙ͣͤ͒͟͡Ύ˿˻ ˾˸-3 (538˽ ˽ύΣ˿˻˾˸-2
Å˴ ͙͍͙͔̏̊ͪͦ͊ͤ,͔͔͔͔͍ͪͭͪͪͭͦͪͪͤͭͦ͟
Å˭ ͊΅͙ͭ͊ͦDͭDoS͊ ͭ͊͟
Å˽ ͔ͪ͒ͺ͙͡Έͭͪ͒͡Ύ˿˻ ˾˸
ÅL2/L3 BRAS
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͔́ͻ͎͙ͤͦͦ͡Ύ

ˮͫͨͦ͡Έͯ͘ΌͭͫΎ͙͍ͭͨͦ·͔͊ͨͨ͊ͪ͊ͭͤ·͔ͨ͊ͭ͡ͺͦͪͣ·
͔ͤ͊͋͊͘Intel Xeon. ˹͙͊͘͟Ύ͙ͫͭͦͣͦͫͭΈ͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎΣ
͊͘΅͙͙͍͔͙ͭ͊ͤͫͭͼ͙͚.̅ͦͪͣ͊ͅ ͭͦͪ͟1U.

˽͔͙͍͔ͦ͒͒ͪ͗͊ͭͫΎ͔ͭͻ͎͙ͤͦͦ͡ΎͨͪΎ͎ͣͦͦ͒ͦͫͭͯͨ͊͟
͙͔ͤͭͪͺ͔͚͔͔͍ͫ͊ͣͫͭ·ͻ͊ͪͭ͟(DNA, Direct NIC Access) ͙
ͺͯͤ͟ͼ͙Ύbypassͤ ͊ͅ ͙͙͘;͔͍͔ͫͦͣͯͪͦͤ͟(L1).

ˤ·͚͍͙͔͔͔ͫͦͦͫͦͪͦͫͭͤͦ͒͗ͦͪ͊ͫͨͦͤ͊ͭ͋ͦ͘͟͟͟͡
6000 ͍ͨͪͦͭͦͦͦ͟͡. ˽͍ͦͦ͘͡Ύ͔ͭͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͤ͊
͔͊ͤ͊͟͡10Gbps ͒ 1ͦ4.88Mpps, ͔͚͔ͫ͊͒ͪ͗ͦͤ͘͟
͔͔͋ͦ͡30͙͔ͣͪͦͫͯͤ͒͟͟.
˽͔͙͍͔ͦ͒͒ͪ͗͊ͣςVLAN, Q-in-Q,MPLS, LACP
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˥ͪ͊͒͊ͼ͙Ύ

˽ͦ ͦ͋΅͔͚ ͚ͨͪͦͨͯͫͤͦ͟ ͙ͫͨͦͫͦ͋ͤͦͫͭ ͤ͊ ͨ͊ͭ͡ͺͦͪͣͯ ς˿ ˴ˢ́-ͻͻ:

˽͊ͭ͡ͺͦͪͣ͊ ˿˴ˢ́-6 (6GbE, 6x1GbE 1000Base-T Copper RJ-45)

˽͊ͭ͡ͺͦͪͣ͊ ˿˴ˢ́-20 (20GbE, 2x10GbE 10GBase-LR/SR SFP+)

˽͊ͭ͡ͺͦͪͣ͊ ˿˴ˢ́-40 (40GbE, 4x10GbE 10GBase-LR/SR SFP+)

˽͊ͭ͡ͺͦͪͣ͊ ˿˴ˢ́-60 (60GbE, 6x10GbE 10GBase-LR/SR SFP+)

˽͊ͭ͡ͺͦͪͣ͊ ˿˴ˢ́-80 (80GbE, 8x10GbE 10GBase-LR/SR SFP+)

˽͊ͭ͡ͺͦͪͣ͊ ˿˴ˢ́-100 (100GbE, 10x10GbE 10GBase-LR/SR SFP+)

˽ͦ ͺͯͤ͟ͼ͙ͦͤ͊͡Έ͙ͤͦͫͭ(͔ͦͣͨͭ͊͟͟͡ͼ͙Ύ):

Å Entry - ͺ͙͡Έͭͪ͊ͼ͙Ύͭͪ͊ͺ͙͔͍͙͊ͨͦͭͪ͋ͦ͊ͤ͟Ύͣͺ͔͔͒ͪ͊͡Έ͎ͤͦͦ
͔͊ͦͤͦ͒͊ͭ͘͟͡Έ͍ͫͭ͊

Å Base - ͍ͨͦͦ͘͡Ύ͔͍ͭͯͨͪ͊͡ΎͭΈͭͪ͊ͺ͙͍ͦͣ͟ͼ͔ͦͣ͡Σ.ͭ .͔ ͍͔͙͔ͯͨͪ͊ͤ͡
͚͙ͨͦͦͫͦ͡ ͙͙͔ͨͪͦͪͭ͊͘ͼ͙͔͚͊ͤ͊͊͟͡Σ͙͙͙ͫͭ͊ͭͫͭ͊͟ ͍͔͔͙ͯ͒ͦͣͤ͡Ύ
͔͍͊͋ͦͤͤͭͦ,͔ͨͪ͒ͺ͙͡Έͭͪ˿˻˾˸

Å Complete- ͍͔͙͔͔͙ͯͨͪ͊ͤ͊͋ͦͤͤͭ͊ͣ͡, ͔͋͡·͔͙͙ͫͨͫ͟ΣCG-NAT,͊͘΅͙ͭ͊ͦͭ
DDoS, BRAS,͒ ͙͔ͦͨͦͤͭ͡͡Έͤ͊Ύͺͯͤ͟ͼ͙ͦͤ͊͡ΈͤͦͫͭΈ
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ˢͪͻ͙͔ͭͭͯͪ͊͟ ˿˴ˢ́ DPI

4 Ύ͒ͪ͊
ͦ͋ͪ͊͋ͦͭ;͙͟

1 Ύ͒ͪͦ
͙͔͒ͫͨͭ
;͔ͪ

dna 0 dna 1 dna 2 dna 3

Data Plane

Control Plane

4 Ύ͒ͪ͊
ͦ͋ͪ͊͋ͦͭ;͙͟

1 Ύ͒ͪͦ
͙͔͒ͫͨͭ
;͔ͪ

1 Ύ͒ͪͦ
NetFlow
͍͔͙͔̂ͨͪ͊ͤ͡

˿͔͍͙ͪͫͤ·͚ ͨͦͭͦ͟

˴͙͔ͤͭ͡·

Internet

˴͙͔ͤͭ͡·

Internet

˿˴ˢ́ 5tL-40 -Ήͭͦ нл˥͙͋ͭκͫ ͍ͻͦ͒Ύ΅͔͎ͦ ͙ нл˥͙͋ͭ/ͫ ͙ͫ ͻͦ͒Ύ΅͔͎ͦ ͭͪ͊ͺ͙͊͟
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˻ͨͼ͙ΎΥ ͙̅͡Έͭͪ͊ͼ͙Ύ ͭͪ͊ͺ͙͊͟

͔͙͙̆͊ͪ͊ͭͪͫͭ͊͟͟ ˻͙͙͔ͨͫ͊ͤ

˭͎͊ͪͯ͊͘͟ ͔͔ͪͫͭͪ͊ ˾ͦͫͦͣͤ͊͒ͦͪ͊͘͟ό̅˭-мофΣ ̅˭-мутΣ ̅˭-398)
ͼ͔͙͍ͤͭͪ͊ͦ͊ͤͦ͘͡Σ 
ͦ͋͊͡;ͤ·͚ ͔͍͙ͫͪͫ

ˤͦͣͦ͗ͤͦͫͭ͘Έ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͊ͨͪͦͫ͊͘ ͙͎ͨͦ͒ͨͫ͊ͤͤͦͦ ͍͔͚ͫͦ ̏̇˽
˨͊Σ ͔ͪ͊ͣ͘΅͔͊ͭͫΎ ͍ 

͔ͦ͋͊͟͡

˭͎͊ͪͯ͊͘͟ ͺ͔͔͒ͪ͊͡Έ͎ͤͦͦ ͙ͫͨͫ͊͟ Ή͔͙͙ͫͭͪͣͫͭͫ͟͟ͻ ͔͙͍ͣ͊ͭͪ͊ͦ͡ 
˸͙͙͔͍ͤͫͭͪͫͭ͊ ͙̑ͫͭͼ͙͙ ˾̅ ό̅˭-114)

ͼ͔͙͍ͤͭͪ͊ͦ͊ͤͦ͘͡Σ 
ͦ͋͊͡;ͤ·͚ ͔͍͙ͫͪͫ

ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͍͔͎ͫͦ͋ͫͭͤͤͦͦ ͙ͫͨͫ͊͟ ͔ͦͨͪ͊ͭͦͪ͊˨͊

˽͔ͦ͒͒ͪ͗͊͟ ͼ͔͙͍͎ͤͭͪ͊ͦ͊ͤͤͦͦ͘͡ ͍͔͎ͫͦ͋ͫͭͤͤͦͦ ͙ͫͨͫ͊͟ ͔ͦͨͪ͊ͭͦͪ͊ ͒͡Ύ 
͔͊ͫͭͪ͊͟͡ ͔͍͔͍ͫͪͪͦ

˨͊

˽͔ͦ͒͒ͪ͗͊͟ ͫͻ͔ͣ ͨͦ͒͟͡Ό;͔͙ͤΎ 
͍ ͪ͊ͪ͘·͍Σ 

͙͔͙͊ͫͣͣͭͪ;ͤ͊ΎΣ 
͔͙͍͙͔ͪ͊ͪͦ͊ͤ͘͟͡

ˤͦͣͦ͗ͤͦͫͭ͘Έ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͔͚ ͨͦ ͔͔͔ͦͨͪ͒ͤͤ͡·ͣ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ

˨͊

ˣ͙͍ͦͪͦ͊͟͟͡ ͭͪ͊ͺ͙͊͟ http / https ˨͊

˽͔ͦ͒͒ͪ͗͊͟ ͔͔͔ͨͪ͊͒ͪͫ͊ͼ͙͙ ͒͡Ύ http ͤ͊ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤͯΌ ͙ͫͭͪ͊ͤͼͯ˨͊

ˤͦͣͦ͗ͤͦͫͭ͘Έ ͫ͋ͦͪ͊ ͙͙͙ͫͭ͊ͭͫͭ͟ ͨͦ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·ͣ ͙ͫͭͪ͊ͤͼ͊ͣ˨͊

ˤͦͣͦ͗ͤͦͫͭ͘Έ ͙͙͎ͣͦͤͭͦͪͤ͊ ͎͙͊ͪͯ͘͘͟ ͙͍ͫͨͫͦ͟ ͙ ͪ͊͋ͦͭ· ͺ͙͡Έͭͪ͊ͼ͙͙˨͊

˸͙͊ͫͣ͊͟͡Έͤ·͚ ͦ͋Ά͖ͣ ͙ͫͨͫ͊͟ ͒ͦ п ͣͪ͒͡Φ ¦w[

http:// vasexperts.ru/wiki/doku.php?id=opt_filtration

http://vasexperts.ru/wiki/doku.php?id=opt_filtration
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ˤ͙͒· ͙͔͚͊ͨͫ͘ ͍ ͙ͫͨͫ͊͟ͻ

ˤͪ ͔͍͙͎ͦͪ͊ͪͯ͗͊͘͘ΌͭͫΎ:

1) HTTPURL

2) *domain.com

3) HTTPSURL

4) IP

5) Newcamd-͙͊ͨͫ͘Έ

˴͊͋͟͡ ͙͔ͦͪͯͭ͟˿˴ˢ́:

1) HTTPURL

2) *domain.com

3) HTTPSURLςͨ SͦNI,CN,IP-ͨͦͪͭ

4) IPς͍͔ͨͪͦͪΎ͔ͣͦͭͪ͟·ͭ·͔ͨͦͪͭ·

͙͍ ͙͍ͤͦͫͣͫ ͙ͨͫͦ͟

5) NewcamdςIP-ͨͦͪͭ

ˣ͙͍ͦͪͦ͊͟͟͡ HTTPS

HTTPS-Ήͭͦ ΄͙ͺ͍ͪͦ͊ͤͤ·͚ ͭͪ͊ͺ͙͟Σ ͙͔͋ͦͪͯͭͫ͟͡Ύ ͭͦ͡Έͦ͟ ͼ͔͙ͦͣ͟͡ 

͙ͤ͊;͔ ͤͯ͗ͤͦ ͔͒΄͙ͺ͍ͪͦ͊ͭΈ όaL¢a ͊ͭ͊͊͟).

HTTPSςͭ ͦ͡Έͦ͟ ͙͍͋ͦͪͦ͊͟͟͡ ͨͦ Ήͭ͊ͨ͊ͣΥ

1. SNI

2. CommonName

3. LtҌппо ͨͦͪͭ
˿͙ͨͫͦ͟ ͔͍ͪͫͯͪͫͦ ͒͡Ύ ͙͍͙͋ͦͪͦ͟͟͡ 

http:// vasexperts.ru/wiki/doku.php?id=filtration_ref

SNI

Common Name

ˮͫͻͦ͒Ύ΅͙͚

ˤͻͦ͒Ύ΅͙͚

http://vasexperts.ru/wiki/doku.php?id=filtration_ref
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ˢ͎͙ͦͪͭͣ͡ ͍·͎͙ͪͯ͘͟ ˿˴ˢ́ DPI

˻͋ͪ͊͋ͦͭ͊͟ ͔͔͍ͪͫͭͪͦ ͙ ͺ͙͍͙͔ͦͪͣͪͦ͊ͤ 
;͔ͭ·͔ͪͻ ͙͍ͫͨͫͦ͟Υ

ÅURL
ÅSNI
ÅCommon Name
ÅIPҌͨͦͪͭ

˾͔͔͍͙͍͙͔ͪͪͦ͊ͤ͘ ͦ͋͊͡;͚ͤͦ 
͙ͤͺͪ͊ͫͭͪͯͭͯͪ͟·

˿˴ˢ́ DPI

˻͋͊ͦ͟͡ VAS Experts
˽͎͍ͦ͒ͦͭͦ͊͟ ͙͍ͫͨͫͦ͟ ͒͡Ύ ˿˴ˢ́ DPI

̉͊ͫͭͦͭ͊ ͍·͎͙ͪͯ͘͟
͙͍͔ͤ͊ͫͭͪ͊͊ͭͫΎ ͔ͦͨͪ͊ͭͦͪͦͣ

ˤ ͪͯ;ͤͦͣ ͔͙͔ͪ͗ͣ
͙ͨͪ ͍͔͙͙ͦ͋ͤͦͤ͡

ˢ͍͙ͭͦͣ͊ͭ;͔͙ͫ͟
͊͗͒ͯ͟Ό ͙ͣͤͯͭͯ

˾͔͔ͫͭͪ ˾ͦͫͦͣͤ͊͒ͦͪ͊͘͟˾͔͔ͫͭͪ ˸͙ͤΌͫͭ͊
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ˮ͔͔͙͔ͣͤͤ͘ ͔ͣͭͦ͒͊ ͍·͎͙ͪͯ͘͟

˿͔͚;͊ͫ

ˤ·͎ͪͯ͊͘͟ ͫ ͨͦͣͦ΅ΈΌ ̏̇˽

˽͡Όͫ·
1. ˤ͔ͪͣΎ ͔͎͙͍͙ͪ͊ͪͦ͊ͤΎ ͦ͋΅͙͚ 
͔͔ͪͫͭͪ нп ;͊ͫ͊Σ офу ̅˭ ςм ;͊ͫ 
ό͔͔͔ͤͣ͒ͤͤͦ͡ύ

˸͙ͤͯͫ·
1. ˹͔ͦ͋ͻ͙ͦ͒ͣͦͫͭΈ ͔͙ͨͪͦ͒ͤ͡Ύ ̏̇˽ 
͊͗͒͟·͚ ͎ͦ͒

2. ˤ·͎ͪͯ͊͘͟ ͊͗͒͟·͚ ͪ͊͘ ͎ͨͦͤͦͦ͡ 
͙ͫͨͫ͊͟Σ ;ͭͦ ͙͔͊ͤͣ͊ͭ͘ 
͙͔ͨͪͦ͒ͦ͗ͭ͡͡Έ͔ͤͦ ͍͔ͪͣΎ

˹͍ͦ·͚ ͔ͣͭͦ͒

ˤ·͎ͪͯ͊͘͟ ͭͦ͡Έͦ͟ ͙͔͔͙ͣͤͤ͘-͚˨͔͡Έͭ͊

˽͡Όͫ·
1. ˤ·͎ͪͯ͊͘͟ ͨͦ ͎͙ͦͤͯ͡ ͙ ͨ͊ͪͦ͡Ό
2. ˤ·͎ͪͯ͊͘͟ ͙͔͔͙͚ͣͤͤ͘ ͙͔͊ͤͣ͊ͭ͘ ͔ͤ͋ͦ͡Έ΄͚ͦ 
ͦ͋Ά͔ͣ ͙ ͔͔ͭͪ͋ͯͭ ͔ͣͤΈ΄͔ ͍͔͔͙ͪͣͤ ͒͡Ύ 
͎͍͙ͨͦ͒ͦͭͦ͟ ͙͍ͫͨͫͦ͟

˸͙ͤͯͫ·
1. ˽͍ͦ·΄͔͙͔ͤ ͔͍͙͚ͭͪ͋ͦ͊ͤ ˾ͦͫͦͣͤ͊͒ͦͪ͊͘͟ς
͔͙͍ͦͨͪ͊ͭͤͦͫͭΈ ͔͎͙͍͙ͪ͊ͪͦ͊ͤΎΦ ͔͔͍͚̇ͦ͡ 
͔ͨͦ͊͊ͭ͘͟͡Έ м-р ͙ͣͤͯͭΦ

2. ̏̇˽ ͭ͊͟ ͔͗ ͔͔ͨͦͭͪ͋ͯͭͫΎΣ ͟ ͙͔ͨͪͣͪͯΣ ͒͡Ύ 
͔͍͚ͨͪͦ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͤ͊ ͔ͨͦͪͭ͊͡ ˢ˿ 
ζ˾͔͍͙ͦͪ͘η
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ˤ·͎ͪͯ͊͘͟ ͙͍ͫͨͫͦ͟

л ˤ͙͊ͪ͊ͤͭ
ˤ·͎ͪͯ͊͘͟ ςͦ ͭ ͙͔͙ͣͤ ˻˻˻ ζˮ́-˥˾ˢη˨ ˮ˹˹ 7838413489
˭͎͊ͪͯ͊͘͟ ͙͍ͫͨͫͦ͟ ͍ ˿˴ˢ́ ς͊ ͍͙ͭͦͣ͊ͭ;͔͙ͫ͟ ό͙͘ ͦ͋͊͊͟͡ VAS Experts)
˨͔͚͍͙͔ͫͭΥ ˿ͦͦ͋΅͙ͭΈ ͍ ͔͎͙ͪͦͤ͊͡Έ͔ͤͦ ͍͔͙͔ͯͨͪ͊ͤ͡ ͦ ͭͦͣΣ ;ͭͦ ͍·͎ͪͯͯ͘͟ ͊͘ ͍͊ͫ 
ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭ ˻˻˻ ζˮ́-˥˾ˢη˨ ˮ˹˹ 7838413489

м ˤ͙͊ͪ͊ͤͭ 
ˤ·͎ͪͯ͊͘͟ ςͫ ͊ͣͦͫͭͦΎ͔ͭ͡Έ͙͙ͤͦ͡ ͔ͪ͊ͣ͘΅͔ͤͤ͊Ύ ͍ ͔ͦ͋͊͟͡ ͍ ͪ͊ͣ͊͟ͻ ͔͙ͨͦ͒͒ͪ͗͟
˭͎͊ͪͯ͊͘͟ ͙͍ͫͨͫͦ͟ ͍ ˿˴ˢ́ ς͊ ͍͙ͭͦͣ͊ͭ;͔͙ͫ͟ ό͙͘ ͦ͋͊͊͟͡ VAS Experts)
˨͔͚͍͙͔ͫͭΥ ˽ͦͯ͡;͙ͭΈ ͨ͊ͪͯ ͎͙ͦͤ͡κͨ͊ͪͦ͡Έ ͍ ͔͎͙ͪͦͤ͊͡Έͤͦͣ ͍͔͙͙ͯͨͪ͊ͤ͡ ͙ ͫͦ͒͊ͭ͘Έ 
͊͘Ύ͍ͯ͟ ͤ͊ ͔ͪ͊ͣ͘΅͔͙͔ͤ ͍ ͔ͦ͋͊͟͡ ͫ ͙͔ͯ͊͊ͤͣ͘͟ ͎͙ͦͤ͡κͨ͊ͪͦ͡Έ

н ˤ͙͊ͪ͊ͤͭ 
ˤ·͎ͪͯ͊͘͟ ςͫ ͊ͣͦͫͭͦΎ͔ͭ͡Έͤͦ
˭͎͊ͪͯ͊͘͟ ͙͍ͫͨͫͦ͟ ͍ ˿˴ˢ́ ςͫ ͊ͣͦͫͭͦΎ͔ͭ͡Έͤͦ
˨͔͚͍͙͔ͫͭΥ ˽ͦͯ͡;͙ͭΈ ͨ͊ͪͯ ͎͙ͦͤ͡κͨ͊ͪͦ͡Έ ͍ ͔͎͙ͪͦͤ͊͡Έͤͦͣ ͍͔͙͙ͯͨͪ͊ͤ͡Φ ˿͙ͪͨͭ͟ ͒͡Ύ 
ͫ͊ͣͦͫͭͦΎ͔ͭ͡Έ͚ͤͦ ͍·͎͙ͪͯ͘͟ http://vasexperts.ru/wiki/doku.php?id=filtration_script

http://vasexperts.ru/wiki/doku.php?id=filtration_script
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̉͊ͫ X

˽͔͔ͦͤ͒͡Έ͙ͤ͟ мфΦлнΦнлму 
ˤ͔ͪͣΎ мм-лл ͨͦ ˸͍͔ͦͫ͟

˨͔͚͍͙ͫͭΎ ͔ͦͨͪ͊ͭͦͪ͊Υ

1. ˮ ͔͔͙ͣͤͤͭ͘Έ͔ͨ͊ͪ͊ͣͭͪ͊ ͍͟ ͦͤͺ͙͎ͯͪ͊ͼ͙ͦͤͤͦͣ ͺ͚͔͊͡ 
/etc/dpi/ fastdpi.conf
#͔͙ͨͪͦ͒ ͍͔͙ͨͪͦͪ͟ м ͙ͣͤͯͭ͊
timeout_check_new_bl=1

2Φ ˿͔͒͊ͭ͡Έ͔ͪͦ͊͒͡DPI ͫ ͔͍͙ͪͫ͊ 
service fastdpireload

˸ͦ͗ͤͦ ͙͡ ͔ͫ͒͊ͭ͡Έ Ήͭͦ ͔͔͊ͪ͊ͤ͘Κ
˨͊Σ Ήͭͦ ͣͦ͗ͤͦ ͍·͙ͨͦͤͭ͡Έ ͍ ͡Ό͔͋ͦ ͍͔ͪͣΎ ͒ͦ мфΦлнΦнлму
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˾͔͔͍ͦͣͤ͒ͦ͊ͤ͟· ˾ͦͫͦͣͤ͊͒ͦͪͦͣ͘͟

˾͔ͯ͘͡Έͭ͊ͭ·˿˴ˢ́:˩ˢˮ˿ ς0,002% ͙  офу-0,03%
ͯ͡;΄͙͔ ͔͙ͨͦ͊͊ͭ͘͟͡ ͙͘ 8͙͍͙͔͔͚ͨͪͦͦ͒ͭ͘͡ 

https://rkn.gov.ru/communication/p922/

https://rkn.gov.ru/communication/p922/
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˿ͻ͔ͣ· ͍͟͡Ό;͔͙ͤΎ -͔͔͔ͪͦͣͤ͒ͯͣ͟·͔

˴͙͔ͤͭ͡·

˴ͦͤͼ͔ͤͭͪ͊ͭͦͪ

Internet

BRAS˴͙͔ͤͭ͡· NAT/˽͎͙ͦͪ͊ͤ;ͤ·͚ 
ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘

˿˴ˢ́ DPI

͍̂ͫͭ͊ͤͦ͊͟ ζ͍ ͪ͊ͪ͘·͍ηΥ

ˢ͙͔͙ͫͫͣͭͪ;ͤ͊Ύ ͫͻ͔ͣ͊Υ

˴͙͔ͤͭ͡·

BRAS

Internet

˴ͦͣͣ ͯͭ͊ ͭͦͪ˴͙͔ͤͭ͡· ˸͊ͪ΄ͪ ͙ͯͭ ͊ͭͦͪ͘

˿˴ˢ́ DPI

́ͦ Έ͟͡  ͙ͦͫ ͻͦ Ύ͒̈́ ͙͚ 
͙ͭͪ͊͟ͅ
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˿ͻ͔ͣ· ͍͟͡Ό;͔͙ͤΎ ςͤ ͔ ͔͔͔ͪͦͣͤ͒ͯͣ͟·͔

˴͙͔ͤͭ͡·

˴ͦͤͼ͔ͤͭͪ͊ͭͦͪ

Internet

BRAS˴͙͔ͤͭ͡· NAT/˽͎͙ͦͪ͊ͤ;ͤ·͚ 
ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘

˿˴ˢ́ DPI

˿͙͔ͨͭͭͪ͡

˭͔ͪ͊ͦ͟͡ 
ͭͪ͊ͺ͙͊͟

˻͍͔ͭͭͤ·͚ ͙ͤ͟͡

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊ ͔ͪ͊ͦ͘͟͡ ͭͪ͊ͺ͙͊͟ ͙͙͡ ͍͔ͫͦͣ΅͔͙͔ͤ ͫ ͔ͨͪ͒ͺ͙͡Έͭͪͦͣ: 

͍̂ͫͭ͊ͤͦ͊͟ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ BGP ͊ ͍ͤͦͤͫͦΥ 

˾͊͋ͦͭ͊ ͤ͊ ͔͔͔͙͔ͦͨͪ͗ͤΣ 
͍͙͔ͦͭͫͯͭͫͭ ͍͙ͦͣͦ͗ͤͦͫͭ͘ 
͙͍͊͋ͦͪͦ͊ͭ͘͟͡Έ ͔͙͙ͫͫͫ

˹͔ͦ͋ͻ͙ͦ͒ͣͦͫͭΈ 
͔͔͔͙ͦͨͪ͒ͤ͡Ύ IP 
͔͍ͪͫͯͪͫͦΣ ͙ͨͪ ;͊ͫͭͦͣ 
͍͔͙͙ͦ͋ͤͦͤ͡ IP ͪ ͔ͫͯͪͫ͊ 
ͭͪ͊ͺ͙͟ ͦͭ ͔͎ͤͦ 
͔͔ͤͦͭͦͪͦ͟ ͍͔ͪͣΎ ͔ͤ 
͔ͨͦͨ͊͒͊ͭ ͤ͊ ͙͔ͫͫͭͣͯ 
ͺ͙͡Έͭͪ͊ͼ͙͙Φ

˿˴ˢ́ DPI

˴͙͔ͤͭ͡·

˴ͦ ͼ͔ͤͤͭͪ͊ͭͦͪ

ˢͤͦͤ  ͫͦͨ  BGP

Internet

BRAS

͍͔ͦͭͭ

˻͍͔ͭ  ͍ͭͦ ͍ͪ͊͘΅͊ ͔ͭ Ύͫ ͔͋  ͋ͦ͘ ͪ͊͋ͦͭ͟  ͙˴˿ ˢ́

HTTP ˭ ͊ͨͪͦ  ͫ
ͦ͋ͪ͊͋ͦͭ͊  ͤ˴˿ ˢ́

˴͙͔ͤͭ͡·

NAT/˽ͦ ͎ͪ͊ͤ ;͙ͤ·͚ 
ͣ͊ͪ́ ͙ͪͯͭ͊ͭͦͪ͘
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˸͙͙͎ͦͤͭͦͪͤ ͪ͊͋ͦͭ· ˿˴ˢ́
˸͙͙͎ͦͤͭͦͪͤ ˿˴ˢ́ ͣͦ͗ͤͦ ͙ͤ͊ͫͭͪͦͭΈ ͫ ͨͦͣͦ΅Έ ΄͊͋ͦͤ͊͡ Zabbix:
1. ˻΄͙͙͋͟ ͍ ͎ͦ͊͡ͻ ͨͪͦͼ͔ͫͫ͊ fastdpi/var/log/dpi/fastdpi_alert.log
2. ˻΄͙͙͋͟ ͍ ͙͔ͫͫͭͣͤͦͣ ͎͔ͦ͡ κvar/log/messages
3. ˽͔͙ͦͭͪ όDrop) ͤ ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ dna
4. ˻͋Ά͔ͣ ͭͪ͊ͺ͙͊͟ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ
5. ˨ͦͫͭͯͨͤͦͫͭΈ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ
6. ˴͙ͦ͡;͔͍ͫͭͦ ͦ͋ͪ͊͋ͦͭ͊ͤͤ·ͻ ͍͊ͨͪͦͫͦ͘ ͨͦ HTTP ͙  HTTPS
7. ˴͙ͦ͡;͔͍ͫͭͦ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·ͻ ͍͊ͨͪͦͫͦ͘ ͨͦ HTTP, HTTPS, IP

Dashboard͍  GUI 2.0
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͍͙̂ͫͦ͡Ύ ͔ͭͻ͙ͤ;͔͚ͫͦ͟ ͔͙ͨͦ͒͒ͪ͗͟

͔́ͻ͙ͤ;͔ͫ͊͟Ύ ͔ͨͦ͒͒ͪ͗͊͟ ͍͟͡Ό;͔͊ͭΥ

1. ˾͔͎͙ͫͭͪ͊ͼ͙Ύ ͦ͋ͪ͊΅͔͙͚ͤ нпͻт
2. ˾͔͊͟ͼ͙Ύ ͤ͊ ͦ͋ͪ͊΅͔͙ͤΎ ͍ ͔ͭ;͔͙͔ͤ ͔ͫ͒ͯ͡Ό΅͔͎ͦ ͪ͊͋ͦ;͔͎ͦ ͒ͤΎ όb.5 - Next

BusinessDay)*
3. ˤͦͣͦ͗ͤͦͫͭ͘Έ ͍͔͙ͦ͋ͤͦͤ͡Ύ ˽͎͎ͪͦͪ͊ͣͣͤͦͦ ˻͔͔͋ͫͨ;͔͙ͤΎ ˿˴ˢ́
4. ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͔͍͙ͫͪͫ͊ ͨͦ ͍͙͊ͭͦͣ͊ͭ;͔͚ͫͦ͟ ͎͔͊ͪͯ͘͘͟ ͙͍ͫͨͫͦ͟ ͫ ͨͦͣͦ΅ΈΌ 
̏̇˽ ͍͚͔ͨͪͦ͊͒ͪ͊

*-ͫͯ΅͔͍͔ͫͭͯͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͙͔͙ͨͪͦ͋ͪͫͭ ͪ͊ͫ΄͙͔ͪͤͤͯΌ ͔ͨͦ͒͒ͪ͗ͯ͟:

Å ˨͡Ύ ͍͔͙͙ͪͫ ˿˴ˢ́-20 Base͙  ͍·΄͔ -уȄрȄу όˤ͔ͪͣΎ ͔ͪ͊͟ͼ͙͙ у ;͍͊ͫͦΣ ͍ 
ͪ͊͋ͦ;͔͔ ͍͔ͪͣΎύ

Å ˨͡Ύ ͍͔͙͙ͪͫ ˿˴ˢ́-40 Complete͙  ͍·΄͔ -нпͻтͻп όˤ͔ͪͣΎ ͔ͪ͊͟ͼ͙͙ п ;͊ͫ͊ύ

˿͔͍͙ͪͫ ͍͙͊ͭͦͣ͊ͭ;͔͚ͫͦ͟ ͎͙͊ͪͯ͘͘͟ ͙͍ͫͨͫͦ͟ ˾͙ͦͫͦͣͤ͊͒ͦͪ͊͘͟ ˸͙ͤΌͫͭ͊ ͙͘ 
ͦ͋͊͊͟͡ ±!{ 9ȄǇŜǊǘǎ ͔ͪ͊͋ͦͭ͊ͭ ͍͔ͤ ͔ͭͻ͙ͤ;͔͚ͫͦ͟ ͔͙ͨͦ͒͒ͪ͗͟
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͙͔̏ͦͫͫͭͣ͊͟ ˿˴ˢ́ DPI

˿˴ˢ́ 
PCRF

˽͎͙ͦͪ͊ͤ;ͤ·͚
 ͣ ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘

˾͔͍͙ͦͪ͘

L2 ͫ ͔͎͔ͣͤͭ L3 ͫ ͔͎͔ͣͤͭ

˿˴ˢ́ DPI
BRAS
NAT

Radius | DHCP

ˣ͙͙͎ͤ͡͡

˿͙͙ͭ͊ͭͫͭ͊͟

ˮ˿ ˿˻˾˸-3

GUI | Big Data

Q-in-Q, VLAN
PPPoE

IPoE
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ˤ͙ͦͣͦ͗ͤͦͫͭ͘ ͨͪͦ͒ͯͭ͊͟ ˿˴ˢ́ DPI

˿͙͔ͫͭͣ͊ ˴ͦͤͭͪͦ͡Ύ ͙ ˢ͙ͤ͊͊͘͡ ́ͪ͊ͺ͙͊͟ -˿˴ˢ́-DPI 
͔ͦͣͨͭ͊͟͟͡ͼ͙Ύ

Entry FLTR Base Complete

˽͔ͦ͒͒ͪ͗͊͟ ͔͙ͪ͗ͣ͊ - Bypass ˨͊ ˨͊ ˨͊ ˨͊

͙̅͡Έͭͪ͊ͼ͙Ύ ͨͦ ͔͔ͪͫͭͪͯ ͔͊ͨͪ͘΅͔ͤͤ·ͻ ͚͍ͫ͊ͭͦ˨͊ ˨͊ ˨͊ ˨͊

˿͋ͦͪ ͙ ͙͊ͤ͊͘͡ ͙͙͙ͫͭ͊ͭͫͭ͟ ͨͦ ͨͪͦͭͦͦ͊ͣ͟͡ ͙ 
͍͔͙ͤ͊ͨͪ͊ͤ͡Ύͣ

˹͔ͭ ˨͊ ˨͊ ˨͊

˾͔͊ͣͭ͊͘͟ ͙͙͔ͨͪͦͪͭͭ͊ ͭͪ͊ͺ͙͊͟ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ 
ͨͪͦͭͦͦ͊͟͡

˹͔ͭ ˹͔ͭ ˨͊ ˨͊

˻͙͙ͨͭͣ͊͘ͼ͙Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͍͔ͤ΄͙ͤͻ ͍͊ͤ͊ͦ͟͡ 
͒ͦͫͭͯͨ͊

˹͔ͭ ˹͔ͭ ˨͊ ˨͊

˽͔ͪ͒ͺ͙͡Έͭͪ ˿˻˾˸ ˹͔ͭ ˨͊ ˨͊ ˨͊

͍͔͔͙͔̂͒ͦͣͤ͡ ͔͍͊͋ͦͤͤͭͦ ˹͔ͭ ˨͊ ˨͊ ˨͊

Lawful interception ˹͔ͭ ˨͊ ˨͊ ˨͊

˾͔͔͔͙͔͊ͫͨͪ͒ͤ͡ ͊ͤ͊͊͟͡ ͒ͦͫͭͯͨ͊ ͔ͣ͗͒ͯ ͔͙͊͋ͦͤͤͭ͊ͣ˹͔ͭ ˹͔ͭ ˹͔ͭ ˨͊

ˣ͙͍ͦͪͦ͊͟͟͡ ͙ ͔͊ͣͤ͊͘ ͔ͪ͊ͣ͟͡·˹͔ͭ ˹͔ͭ ˹͔ͭ ˨͊

ˣ͔͡·͚ ͙ͫͨͫͦ͟ ͙ /ŀǇǘƛǾŜ tƻǊǘŀƭ˹͔ͭ ˹͔ͭ ˹͔ͭ ˨͊

˭͊΅͙ͭ͊ ͦͭ 5h{ ͙ 55h{ ͊ͭ͊͟˹ ͔ͭ ˹͔ͭ ˹͔ͭ ˨͊

CGNAT -́ͪ͊ͤͫ͡Ύͼ͙Ύ ͔͔͍ͫͭ·ͻ ͔͍͊͒ͪͫͦ˹͔ͭ ˹͔ͭ ˹͔ͭ ˨͊

˽͙ͦ͒ͨͫ͊͟ ͤ͊ ͍͔͙ͦ͋ͤͦͤ͡Ύ м ͎ͦ͒˨͊ ˨͊ ˨͊ ˨͊
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˿ͦͪͦ͟Χ

͍͔ ͙ͪͫΎΥ  
IPv6 Dual Stack (BRAS)
ͦ͋ ͍͔ͤͦͤͤ͊͡Ύ ͔͒ͦͯͣͤͭ͊͟ͼ͙Ύ
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˿͙ͨ͊ͫ͋ͦ ͊͘ ͍͙͙͔ͤͣ͊ͤΗ
info@vasexperts.ru
+7(812)3138815

vasexperts.ru

http://vasexperts.ru/

