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1 Hacrtpoiika
1.1. Httpd

B httpd Heo6xoaMMoO HacTpOTb BUPTYabHbIN XocT gaa https, ana atoro Tpebyerca fo06aBuTbL B
KoHurpyuuio /etc/httpd/conf.d B paitn ssl.conf:

SSLStrictSNIVHostCheck off
NameVirtualHost *:443

3amMeHUTb :
#<VirtualHost _default_:443>
<VirtualHost *:443>

[No6aBnTb, NOMeHANTe Ha :
DocumentRoot "/var/www/html/dpiui/web"
ServerName you_server_name.local:443

[o6asutb 8 gnpektopuio /etc/httpd/conf.d dpain sslapi.conf:

<VirtualHost *:443>

ErrorLog logs/ssl_error_api_log

TransferLog logs/ssl_access_api_log

LoglLevel warn

SSLEngine on

SSLProtocol all -SSLv2

SSLCipherSuite ALL:!ADH:!IEXPORT:!SSLv2:RC4+RSA:+HIGH:+MEDIUM:+LOW
SSLCertificateFile /etc/pki/tls/certs/localhost.crt

SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

<Files ~ "\.(cgi|shtml|phtml | php3?)S">
SSLOptions +StdEnvVars
</Files>

<Directory "/var/www/cgi-bin">
SSLOptions +StdEnvVars

</Directory>

ServerName api.local:443

DocumentRoot "/var/www/html/dpiui/api"
UseCanonicalName On

SetEnvlIf User-Agent ".*MSIE.*" \
nokeepalive ssl-unclean-shutdown \

downgrade-1.0 force-response-1.0

CustomLog logs/ssl_request_api_log \
"%t %h %{SSL_PROTOCOL}x %{SSL_CIPHER}x \"%r\" %b"

</VirtualHost>

[ o6asutb B dpaiin /etc/httpd/conf/httpd.conf cnegytowme crpoku:

<Directory "/var/www/html/dpiui/api/">



Options +FollowSymLinks
IndexIgnore */*

RewriteEngine on

#if a directory or a file exists, use it directly
RewriteCond %{REQUEST_FILENAME} !-f
RewriteCond %{REQUEST_FILENAME} !-d

# otherwise forward it to index.php
#RewriteRule . index.php

#RewriteRule ~(.*)$ /api/index.php [L,QSA]
RewriteRule (.*) index.php [L]

#Options Indexes MultiViews FollowSymLinks
#AllowOverride None
Order allow,deny
Allow from all
</Directory>

Mpumepob! paiinos KoHdpurypauum Haxogartca B /var/www/html/dpiui/config/httpd.

1.2. KoHnurypanusa kimeHrta 6e3 ucnosib3opaHust DNS
Ons ucnonbsoBaHma SNI mexaHM3Ma Ha KAneHTe TpebyeTcs NnponucaTsb,

ana Windows B daitne C:\Windows\System32\drivers\etc\hosts, Hanpumep:
192.168.56.103 api.local

Ona Linux cucTem TaKylo e cTpouKy B /etc/hosts

1.3. Co3saanue nosib3oBaTtea a5 REST API

e Ucnonb3ya nonb3oBatenbckunii nHTepdelic DPIUI co3aalite nonb3osaTtens ¢ Tunom API.

e [lepeiaguTte B pexmm NPOCMOTPa NONb30BaTeNA, CKONUPYMTe Katod 13 nons APl Key Kak
MOKa3aHOo Ha PUCYHKe



[Tonb3oBaTenb No.: 100006

E-mail/Id APITest

API Key 9bbb94efd505c4690ebd25bfb80a8ea2
E-mail gns yeegoMneHunia APITest

CraTyc 1

Co3paH 06.08.2016 14:13:04

N3meHeH 06.08.2016 14:13:04

OnucaHue APITest

Ponb API

CraTyc AKTVBEH

2 Tlpumepsl BbI30Ba

2.1. IIpumep Bbi30Ba REST API B popmate JSON npu padoTe C
Ta6/IMIIAMHU

2.1.1. [losny4yeHHe AAHHbIX U3 TAOJIMIbI

[root@localhost ~]# curl -i -H "Accept:application/json" -H "Content-Type:application/json"
"https://api.local/vl/advexceptions?hash=9bbb94efd505c4690ebd25bfb80a8ea2" -k
HTTP/1.1 200 OK

Date: Sun, 11 Sep 2016 10:40:21 GMT

Server: Apache/2.2.22 (CentOS)

X-Powered-By: PHP/5.4.38

Set-Cookie: PHPSESSID=j2fno4jvvf9ed18pd7hl5i6612; path=/; HttpOnly

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

X-Pagination-Total-Count: 2

X-Pagination-Page-Count: 1

X-Pagination-Current-Page: 1

X-Pagination-Per-Page: 20

Link: <https://api.local/v1/advexceptions?hash=9bbb94efd505c4690ebd25bfb80a8ea2&page=1>;
rel=self

Set-Cookie: PHPSESSID=j2fno4jvvf9ed18pd7hl5i6612; path=/; HttpOnly

Content-Length: 167

Connection: close

Content-Type: application/json; charset=UTF-8

[{"id":5,"user_id":100001,"subs_id":"31.133.204.4","log_date":"2016-08-28
16:51:57"},{"id":2,"user_id":100001,"subs_id":"111.1.1.10","log_date":"2016-08-22 08:14:47"}]

2.1.2.IlosnyyeHre OJHOM 3aIIMCH U3 TAOJIMIBI 110 KJIIOYY

[root@localhost ~]# curl -i -H "Accept:application/json" -XGET
"http://api.local/vl/advexceptions/2?hash=9bbb94efd505c4690ebd25bfb80a8ea2"



HTTP/1.1 200 OK

Date: Sun, 11 Sep 2016 10:53:01 GMT

Server: Apache/2.2.22 (CentOS)

X-Powered-By: PHP/5.4.38

Set-Cookie: PHPSESSID=9ghdtaj2s3roun0i267th1lccj7; path=/; HttpOnly
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=9ghdtaj2s3roun0i267thlccj7; path=/; HttpOnly
Content-Length: 81

Connection: close

Content-Type: application/json; charset=UTF-8

{"id":2,"user_id":100001,"subs_id":"111.1.1.10","log_date":"2016-08-22 08:14:47"}

2.1.3.BcTaBkKa B Ta6/ 1MLy

[root@localhost ~]# curl -i -H "Accept:application/json" -H "Content-Type:application/json" -XPOST
"http://api.local/vl/advexceptions?hash=9bbb94efd505c4690ebd25bfb80a8ea2" -d '{"user_id":
"100001", "subs_id": "192.168.168.102"}'

HTTP/1.1 201 Created

Date: Sun, 11 Sep 2016 10:55:26 GMT

Server: Apache/2.2.22 (CentOS)

X-Powered-By: PHP/5.4.38

Set-Cookie: PHPSESSID=k68k3rj8060bo7e0fmhj50q156; path=/; HttpOnly

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Location: http://api.local/vl/advexceptions/7

Set-Cookie: PHPSESSID=k68k3rj8060bo7e0fmhj50q156; path=/; HttpOnly

Content-Length: 55

Connection: close

Content-Type: application/json; charset=UTF-8

{"user_id":"100001","subs_id":"192.168.168.102","id":7}

2.1.4.YpaneHue 3alMCH U3 Ta0IUILbI

[root@localhost ~]# curl -i -H "Accept:application/json" -XDELETE
"http://api.local/vl/advexceptions/7?hash=9bbb94efd505c4690ebd25bfb80a8ea2"
HTTP/1.1 204 No Content

Date: Sun, 11 Sep 2016 10:56:58 GMT

Server: Apache/2.2.22 (CentOS)

X-Powered-By: PHP/5.4.38

Set-Cookie: PHPSESSID=fh9747bffsvmpjs4b3oofdnmv5; path=/; HttpOnly
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=fh9747bffsvmpjs4b3oofdnmv5; path=/; HttpOnly
Content-Length: 0

Connection: close

Content-Type: application/json; charset=UTF-8

2.1.5.M3MeHeHHe 3allMCH B Ta0J/IMIIE

[root@localhost ~]# curl -i -H "Accept:application/json" -H "Content-Type:application/json" -XPATCH
"http://api.local/vl/advexceptions/6?hash=9bbb94efd505c4690ebd25bfb80a8ea2" -d '{"user_id":
"100001", "subs_id": " 192.168.168.111"}'



HTTP/1.1 200 OK

Date: Sun, 11 Sep 2016 11:01:22 GMT

Server: Apache/2.2.22 (CentOS)

X-Powered-By: PHP/5.4.38

Set-Cookie: PHPSESSID=rjldfktro632gkefp9i946j9v6; path=/; HttpOnly
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=rjldfktro632gkefp9i946j9v6; path=/; HttpOnly
Content-Length: 89

Connection: close

Content-Type: application/json; charset=UTF-8

{"id":6,"user_id":"100001","subs_id":" 192.168.168.111","log_date":"2016-09-11 13:54:58"

2.2. IIpumep Bo3BpaTa oluu6Ku B REST API

[root@localhost ~]# curl -i -H "Accept:application/json" -XDELETE
"http://api.local/vl/advexceptions/7?hash=9bbb94efd505c4690ebd25bfb80a8ea2"
HTTP/1.1 404 Not Found

Date: Sun, 11 Sep 2016 10:57:46 GMT

Server: Apache/2.2.22 (CentOS)

X-Powered-By: PHP/5.4.38

Set-Cookie: PHPSESSID=dvmmaqtr91aj0agmogkagadmthl; path=/; HttpOnly
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 115

Connection: close

Content-Type: application/json; charset=UTF-8

"name":"Not Found","message":"Object not found:
7","code":0,"status":404, "type":"yii\\web\\NotFoundHttpException"}

[root@localhost ~]# curl -i -H "Accept:application/json"
"https://api.local/v1/dpi/readpolicing?hash=9bbb94efd505c4690ebd25bfb80a8ea2&id=1&ip=10.64.66.
101" --insecure
HTTP/1.1 500 Internal Server Error
Date: Sun, 11 Sep 2016 13:43:43 GMT
Server: Apache/2.2.22 (CentOS)
X-Powered-By: PHP/5.4.38
Set-Cookie: PHPSESSID=1de3fopdu3s0vil30a60etrku6; path=/; HttpOnly
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Content-Length: 390
Connection: close
Content-Type: application/json; charset=UTF-8
"name":"Exception","message":"JSON:READ:Error not found result tag=0. CmdFile=getpolicing.sh,
Appliance=1. res=\"/tmp/dpi/__cmd__/getpolicing.sh: line 9: =: command not found\nAutodetected
fastdpi params : dev='lo', port=29000\nconnecting 127.0.0.1:29000 ...\n\nERROR : Can't connect to



127.0.0.1:29000, errcode=111 : Connection
refused\n\"","code":25001,"type":"yii\\base\\UserException"}

3 Onucanue API mapkeTHHIOBbIX KAMIIAHU A

3.1. REST APIl:advcampaigns, Ta6iunga adv_campaign - onucaHue
KaMNaHUM

MNone Tun don KommeHTapum

Id int(11) PK, NOT NULL, NpeHTudukaTop
AUTO INCREMENT KamnaHuu

appliance_id int(11) NULL Ycrapeno

Name varchar(255) NOT NULL HanmeHoBaHue
KamnaHum

user_id int(11) NOT NULL OTBETCTBEHHbIN,
CCblfika Ha users

from_date date NOT NULL [arta Hayana
KaMnaHuu

to_date date NOT NULL [laTa okoH4YaHus
KamnaHum

from_time time NOT NULL Bpems Hauyana
KamnaHuy B Te4YeHUK
CYTOK

to_time time NOT NULL Bpemsi okoH4yaHus
KOMMaHU1 B Te4EeHUN
CYTOK

Total int(11) Bcero 3anuceii B
KamnaHuu,

obHoBnAeTCH
aBTOMaTU4eCKMn

Released int(11) 3anuceit B kamnanum,
NoO KOTOPbIM Obino

yBe4OMIeHune,
oOHoBMNgeTCcs
aBTOMaTUYECKHU

role id int(11) NOT NULL pynna obopynosaHus
Ha KOTopYto
pacnpocTpaHseTca
KamnaHmsi

Redirect varchar(1024) | NOT NULL URL ans
yBe4OMJIEHUA
aboHeHTa

Pack int(10) K-Bo aGoHeHTOB
3arpykaTtb B CUCTEMY
yBe4OMIEeHUN 3a OaWH
pa3, NULL - Bcex

Sunday smallint(1) YBefomneHve no
AHAM Heflenm —

BockpeceHbe, 1
yBegomnatb, O/NULL -
HeT

Monday smallint(1) MoHenenbHUK




Tuesday smallint(1) BTOpHMK
wednesday smallint(1) Cpepa
thursday smallint(1) YeTsepr
Friday smallint(1) MaTHuua
saturday smallint(1) Cy660oTa
Status smallint(6) 0 Cratyc Kamnanuu
0 = BBeaeHa
1 = aKTuBHa
2 = oXXngaHue
3 = 3aBepLueHa
3.2. REST API: advcampaigndatas, Ta6nna adv_campaign_data -
JAAHHbIE 00 A00HEeHTAX KaMIIaHUM
Mone Tvn Aon KommeHTapui
Id int(11) PK, NOT NULL, NoeHTudgukaTop
AUTO_INCREMENT CTPOKW OaHHbIX
KaMnaHun
adv_campaign_id | int(11) NOT NULL Ccbinka Ha
noeHTngukaTop
KaMnaHun
subs_id varchar(55) MoeHtncukaTtop
aboHeHTa unu IP
user_id int(11) VpeHTndmkaTop
nonib3oBaTend
nobasmBLLEro 3anncb
param1-10 varchar(55) MapameTpbl 3anuncu
Status smallint(6) Cratyc 3anucy
0 = He BanugHa
1 = BBeaeHa
2 = BbIMOJIHEHA
3.3. REST_API: advcampaignparams, Ta6mua

adv_campaign_param - JaHHbIe 00 Aa00HEeHTaX KaMIIaHUHU

Mone Tun [on KommeHTapui
Id int(11) PK, NOT NULL, NpoeHTudukaTop
AUTO_INCREMENT CTPOKW NapameTpoB

KamnaHum,
paHXupoBaHue no
BO3pacTaHuio

adv_campaign_id | int(11) NOT NULL Ccblinka Ha kaMnaHuio

Name varchar(55) | NOT NULL HanmeHoBaHne
napameTpa

Type varchar(55) | NOT NULL Tun napameTpa:
string - cTpoka, enum —
nepeyucnexHve

Value varchar(55) | NOT NULL [na enum yepes ‘;
CMUCOK 3HaYeHUI




value_default

varchar(55)

NOT NULL

3ape3epBnpoBaHO Ansa
6ynyLero
MCNONb30BaHUSA —
3Ha4eHue no
yMOJ4YaHuto
napameTpa

order_num

smallint(16)

3apesepBnpoBaHo A4
6ynyLero
MCNOMb30BaHUS -
[Mopsigok napameTpoB

3.4.

REST API: advexceptionsubs, Ta6una

adv_exception_subscribers - gaHHbIe 06 a00HEHTAaX UCK/II0YE€HHBIX
M3 NOKa3a KaMNaHUH

Mone Tun don KommeHTapui
Id int(11) PK, NOT NULL, NoeHTudgukaTop
AUTO_INCREMENT CTPOKWN UCKIMHOYEHHbIX
abOHEHTOB,
paHXupoBaHue no
BO3pacTaHuio
User_id int(11) (NOT NULL) NoeHTndumkaTop
nonb3oBaTens
Subs id Varchar(55) WaoeHTndukatop unm
IP agpec aboHeHTa
log_date TIMESTAMP | DEFAULT JaTta 3anucu
CURRENT TIMESTAMP
3.5. REST API: advtests, Ta6inna adv_test_subscribers - saHHbIe 0
TECTOBBIX Aa00OHEHTaX
Mone Tun Adon KommeHTapum
Id int(11) PK, NOT NULL, NpeHTndurkaTop
AUTO_INCREMENT CTPOKW UCKITKOYEHHbIX
aboOHEHTOB,
paHXupoBaHue no
BO3pacTaHuIo
User_id int(]_l) (NOT NULL) WoeHTndpukaTtop
nonb3oBaTens
Subs_id Varchar(55) WoeHTndukatop nnm
IP agpec aboHeHTa
log_date TIMESTAMP | DEFAULT [aTta 3anucu
CURRENT TIMESTAMP




3.6.

REST API: advprocessedsubs, view

adv_processed_subscribers - yBeoM/IeHHbIE A00HEHTbI CPOK

IIOKa3a I10 KOTOPBIM HE UCTEK
BHuMaHwue: 3anpeLieHbl onepaumum No MSMeHEHUIO AaHHbIX Npy paboTe ¢ AaHHbIM 06beKTOM

Mone Tun don KommeHTapum
Subs_id Varchar(55) NaoeHTudukaTop mnm
IP agpec aboHeHTa

4 Onucanue API 19 1aHHBIX MOUCKA A00HEHTOB

4.1. REST API: searchtemplates, Ta6.inna SearchTemplate -
JaHHBbIE MO Aa6JI0HAM IOMCKa
Mone Tun Adon KommeHTapum
Id int(11) PK, NOT NULL, NpeHTndukaTop
AUTO_INCREMENT CTPOKM onnucaHus
TemMnnenTta noncka
User _id int(11) (NOT NULL) NoeHTudgukaTop
nonb3oBaTens
Name Varchar(145) NOT NULL HanmeHoBaHne
lwabnoHa noucka
description Varchar(245) OnucaHue K WwabnoHy
nomcka
Created Datetime [aTa 3anucu
Status Smallint(6) Not null CraTtyc wabnoHa:
0 — He aKkTMBEH
1 — aKkTuBeH
4.2. REST API: searchtemplatedetails, Ta6/inna
search_template_details - faHHbIe 0 IIa6/I0HAM NOMCKaA
MNone Tun Adon KommeHTapui
Id int(11) PK, NOT NULL, NpoeHTudukaTop
AUTO_INCREMENT CTPOKM onnucaHusa
TeMMNyienTa nomcka
User_id int(11) (NOT NULL) NoeHTndgpukaTtop
nonb3oBaTens
search_template_id | Int(11) NOT NULL Ccbinka Ha wabnoH
Host Varchar(145) OomeH caita ans
noucka, Hanpumep:
facebook.ru
Path Varchar(245) MyTb canta gna
noucka, Hanpumep:
/index.php
Created Datetime [aTta 3anucu




4.3. REST API: searchresults, ta6simna search_result - 1annble no
1a6/I0HaM NMOMCKa

Mone Tvn don KommeHTapum
Id int(11) PK, NOT NULL, NpoeHTudukaTop
AUTO_INCREMENT CTPOKW pe3ynbTarta

nowucka

Time_recorded datatime

Login Varchar(128) VipeHTndpmkaTop
aboHeHTa

Ipsrc Varchar(128) IP source

search_template_id Int(11) Ccbinka Ha wabnoH

day _num TINYINT JleHb mecsua
ncnonb3yeTcsa Ans
NapTULMOHMPOBAHNS
JaHHbIX

src_tpl_host_id INT(11) Ccbinka Ha geTanb
labnoHa

num_count |NT(11) K-Bo nonaganun nopg
wabnoH B Te4YeHnn
3ajaHHOro UHTepBeana
BpemMeHu (no
ymMosiyaHmio 1
MUHYTa)

5 Omnucanue API DPICFG
5.1. REST API: read yreHue KOHpUTYypaLUU
MapameTp KOMaHAHOWN CTPOKM:

Mone Tvn Adon KommeHTapum

id int WoeHTudukaTop
ycTpounctea B DPIUI

Mpumep 3anpoca:

[root@localhost ~]# curl -i -H "Accept:application/json"
"https://api.local/v1/dpicfg/read?hash=9bbb94efd505c4690ebd25bfb80a8ea2 &id=2" -k

Mpumep pesynbTaTa BbINOJAHEHUA:

HTTP/1.1 200 OK

Date: Sun, 11 Sep 2016 12:24:06 GMT

Server: Apache/2.2.22 (CentOS)

X-Powered-By: PHP/5.4.38

Set-Cookie: PHPSESSID=j63d4rs5nhb8iukesqgh4aena5; path=/; HttpOnly
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 4156



Connection: close
Content-Type: application/json; charset=UTF-8

{"only_tcp":"0","black_list_sm":"0","federal_black_list":"true","black_list_redirect":"http://vasexperts.r
u/about-
company.php?param=1","custom_url_black_list":null,"custom_cn_black_list":null,"custom_ip_black_lis
t":null,"timeout_check_new_bl":"1","in_dev":"dna0:dnal:dna4|dna2:dna3:dna5|dna6:dna7:dnall","o
ut_dev":"dna8:dna8:dna8|dna9:dna9:dna9|dnal0:dnal0:dnal0","tap_dev":"dnal2","ctrl_port":"29000
" ctrl_dev":"lo","udr":"1","scale_factor":"2","timeout_check_dev":"0","num_threads":"1","trace_ip":"1
0.64.66.100","plc_trace_ip":"10.64.66.102","netflow":[0,0,0,8],"netflow_dev":"em1","netflow_timeout"
" "netflow_collector":"","netflow_as_direction":[],"netflow_as_collector":"","netflow_bill_collector":
" “netflow bill_method":"","netflow_full_collector":"127.0.0.1:9996", “netflow _passive_timeout":"","ne
tflow_active_timeout":"","netflow_full_port_swap":"","netflow_rate_limit":"","set_packet_priority":"1"
, pollcmg_type“."HTB“,"tbf_lnbound_classO“."","tbf_mbound_classl“."","tbf_|nbound_classZ".“","tbf_|
nbound_class3":"","tbf inbound_class4":"","tbf_inbound_class5":"","tbf inbound_class6":"","tbf_inbou
nd_class7":"","tbf class0":"","tbf class1":"","tbf class2":"","tbf class3":"","tbf class4":"","tbf class5":"
" "tbf class6":"","tbf class7":"","htb_inbound_root":"","htb_inbound_class0":"","htb_inbound_class1":
"" "htb_inbound_class2":"","htb_inbound_class3":"","htb_inbound_class4":"","htb_inbound_class5":"",
"htb_inbound_class6":"","htb_inbound_class7":"","htb_root":"","htb_class0":"","htb_class1":"","htb_cl
ass2":"","htb_class3":"","htb_class4":"","htb_class5":"","htb_class6":"","htb_class7":"","ad_server":"ad
b.vasexperts.ru","cp_server":"","ntf_server":"note.rtk33.ru/note.php?","cache_server":"","ipfix_dev":
m1","ipfix_udp_collectors": “192 168.56.103:1501","ipfix_tcp_collectors":"","ipfix_ observatlon“ " "dbg

_log_mask":"0x80","asym_mode":"","emit_direction":"","tap_mode":"0","strip_tap_tags":"0","syncf _pr
otection":"","syncf trace":"1","syncf _check tmout": "98" ,"syncf_tracking_packs_time":"58","syncf_thre
shold":"48","syncf_ports":"","syncf_unconfirmed_percent":"","ddos_check_server":"","ddos_regsec_th
reshold":"","ddos_reqgsec_variation":"","ddos_pktsec_threshold":"","ddos_pktsec_variation":"","ajb_res
erved":"0","ajb_save_udpi":"0","ajb_udpi_path":"","ajb_save_udpi_proto":"ICMP","ajb_save_ip":"","a
b_save_url":"","ajb_url_path":"","ajb_save_url_format":"","ini_content":"# FastDPI configuration
parameters\n#\n# Interface pairs for ethernet bridge\n#\n# For example this setup\n# in_dev=dnal\n#
out_dev=dnaO\n#\n# creates following bridges:\n# dna0 <--> dnal\n# dna2 <-->dna3\n# dna4 <-->
dna5\n#\n\nin_dev=dna0:dnal:dna4|dna2:dna3:dna5|dna6:dna7:dnall\nout_dev=dna8:dna8:dna8|d
na9:dna9:dna9|dnal0:dnal0:dnalO\ntap_dev=dnal2\n\n# in_dev=dnal\n# out_dev=dnaO\n\n#
Enable automatic update of black list from the
Cloud\nfederal_black_list=true\nblack_list_redirect=http://vasexperts.ru/about-
company.php?param=1\ntimeout_check_new_bl=1\nblack_list_sm=0\n\nntf_server=note.rtk33.ru/not
e.php?\n#tcp_server=\n#Scale factor is about 1 for every 1 Gigabit of
bandwidth\nscale_factor=2\ntimeout_check_dev=0\nnum_threads=1\n\n#IPFIX\nipfix_dev=em1\nnetf
low=8\nnetflow_dev=em1\nnetflow_full_collector_type=1\nnetflow_full _collector=127.0.0.1:9996\nipf
ix_udp_collectors=192.168.56.103:1501\n\n#ipfix_meta_udp_collectors=127.0.0.1:1599\ndbg_log mas
k=0x80\n\n#FDPI Control\nctrl_port=29000\nctrl_dev=lo\n\n#Turn on UDP
detection\nonly_tcp=0\n\n#Turn on
UDR\nudr=1\nplc_trace_ip=10.64.66.102\najb_reserved=0\n\ntrace_ip=10.64.66.100\nset_packet_pri
ority=1\nad_server=adb.vasexperts.ru\najb_save_udpi=0\najb_save_udpi_proto=ICMP\n\n#htb_inbou
nd_root=\n#htb_inbound_classO=\n#htb_inbound_class1=\n#htb_inbound_class2=\n#htb_inbound_cla
ss3=\n#htb_inbound_class4=\n#htb_inbound_class5=\n#htb_inbound_class6=\n#htb_inbound_class7=
\n#thtb_root=\n#htb_classO=\n#htb_class1=\n#htb_class2=\n#htb_class3=\n#htb_class4=\n#htb_class5
=\n#htb_class6=\n#htb_class7=\n#policing_type=HTB\n\nsyncf_trace=1\n\n\nsyncf_threshold=48\n\ns
yncf_check_tmout=98\n\nsyncf_tracking_packs_time=58\n\ntap_dev=dna8\n\ntap_mode=0\n\nstrip_
tap_tags=0\n","appliance_id":"2"}



6 Onucanue API DPI

6.1. REST API: readstate yreHure nocjaegHero pperima

CTATUCTHUYECKOro Jjiora
MapameTp KOMaHAHOM CTPOKM:

Mone Tvn don KommeHTapum

id int NoeHTudgukaTop
yctpoucTtea B DPIUI

Mpumep 3anpoca:

curl -i -H "Accept:application/json"
"https://api.local/v1/dpi/readstate?hash=9bbb94efd505c4690ebd25bfb80a8ea2&id=2" -k

Mpumep pesynbTaTa BbINOJHEHWUA 3aMpoca:

HTTP/1.1 200 OK

Date: Sun, 11 Sep 2016 12:35:01 GMT

Server: Apache/2.2.22 (CentOS)

X-Powered-By: PHP/5.4.38

Set-Cookie: PHPSESSID=sr2spk7akbemv389400s0h8fb6; path=/; HttpOnly
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=sr2spk7akbemv389400s0h8fb6; path=/; HttpOnly
Content-Length: 2187

Connection: close

Content-Type: application/json; charset=UTF-8

{"dna0":{"dnatype":"in_dev","dnaspeed":"","absolute":{"rcvdpks":"491463035620","rcvdbytes":"16221
7867650983","rcvddropped":"0","sendpks":"628530956711","sendbytes":"737484897684087","esndpk
s":"0","esndpercent":"0","droppks":"34788367","dropperbytes":"5840634826","pthrpks":"0","pthrbyte
s":"0","emitpks":"31721326","emitbytes":"4231297842","eemtpks":"0","eemtpercent":"0"},"actual":{"r
cvdbytes":"146275767","rcvd":"78.01","rcvdpks":"516249","rcvdpkssec":"34413.5","sendbytes":"84718
2695","send":"451.79","sendpks":"717267","sendpkssec":"47813.5","esndpks":"0","esndpercent":"0","
dropbytes":"507","drop":"0","droppks":"3","droppkssec":"0","pthrbytes":"0","pthr":"0","pthrpks":"0","
pthrpkssec":"0","eemtbytes":"246","eemt":"0","emitpks":"3","emitpkssec":"0.2","eemtpks":"0","eemtp
ercent":"0"}},"dnal":{"dnatype":"in_dev","dnaspeed":"","absolute":{"rcvdpks":"1257000962580","rcvd
bytes":"1474962199795988","rcvddropped":"0","sendpks":"982883325646","sendbytes":"3244262542
76418","esndpks":"0","esndpercent":"0","droppks":"2491810","dropperbytes":"867023498","pthrpks":
"0","pthrbytes":"0","emitpks":"26831140","emitbytes":"2200244104","eemtpks":"0","eemtpercent":"0
"}, "actual":{"rcvdbytes":"1694364898","rcvd":"903.58","rcvdpks":"1434528","rcvdpkssec":"95626.6","s
endbytes":"292550848","send":"156.02","sendpks":"1032496","sendpkssec":"68826.8","esndpks":"0","
esndpercent":"0","dropbytes":"0","drop":"0","droppks":"0","droppkssec":"0","pthrbytes":"0","pthr":"0"
,"pthrpks":"0","pthrpkssec":"0","eemtbytes":"328","eemt":"0","emitpks":"4","emitpkssec":"0.26","eem
tpks":"0","eemtpercent":"0"}},"lock":{"ccheck":"132189620685","ip_check":"3526764223","lock":"4283
995", "ssl":"656552644","ss|_lock":"203294","url":"2317436898","url_lock":"8468151"},"cpu":{"cpu_tot
al":{"us":"9.2","sy":"0.7","ni":"0.0","id":"90.0","wa":"0.1"},"cpu3":{"us":"2.0","sy":"0.5","ni":"0.0","id":"
97.4","wa":"0.0"},"cpu2":{"us":"1.9","sy":"0.4","ni":"0.0","id":"97.7","wa":"0.0"},"cpul":{"us":"63.9","sy
"."3.1","ni":"0.0","id":"33.0","wa":"0.0"},"cpu0":{"us":"0.8","sy":"3.2","ni":"0.0","id":"96.0","wa":"0.0"}}



,"Memory":{"Virtual":"8609562624","Resident":"5270425600"},"timestamp":"2016-08-12
16:46:46.383413","result":"0"}

6.2. REST API: readpolicing undpopmanusa o HacTponke

MOJIMCUHIa a00OHEeHTa
BHUMAHMUE: pabotaet TonbKo ana HTB noaucunra.

NHopmauma o HacTpoiike nosncuHra aboHeHTa, 3anpoc no ip:

[root@localhost ~]# curl -k -i -H "Accept:application/json"
"https://api.local/v1/dpi/readpolicing?hash=9bbb94efd505c4690ebd25bfb80a8ea2 &id=1&ip=10.64.66.
102"

HTTP/1.1 200 OK

Date: Sun, 11 Sep 2016 16:24:20 GMT

Server: Apache/2.2.22 (CentOS)

X-Powered-By: PHP/5.4.38

Set-Cookie: PHPSESSID=jg5r1c0hj8ivbulufglej6d9m3; path=/; HttpOnly
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=jg5r1cOhj8iveulufglej6d9m3; path=/; HttpOnly
Content-Length: 1847

Connection: close

Content-Type: application/json; charset=UTF-8

{"datal":{"user":"10.64.66.102","ptype":"HTB","dnInk":{"dnInk_rate":"0.00","ddnInk_rate":"mbit","dnIn
k_ceil":"0.00","ddnInk_ceil":"mbit"},"outbound":{"root":{"rrate":"500.00","drrate":"mbit","brrate":"625
00000","brburst":"31250000","rburst":"250.00","drburst":"mbit","brceil":"62500000","rceil":"500.00","
drceil":"mbit","brcburst":"31250000","rcburst":"250.00","drcburst":"mbit"},"class0":{"rate0":"1.00","dr
ate0":"mbit","ceil0":"200.00","dceil0":"mbit"},"class1":{"rate1":"1.00","drate1":"mbit","ceil1":"3.00","d
ceill1":"mbit"},"class2":{"rate2":"1.00","drate2":"mbit","ceil2":"200.00","dceil2":"mbit"},"class3":{"rate3
":"1.00","drate3":"mbit","ceil3":"200.00","dceil3":"mbit"},"class4":{"rate4":"1.00","drated":"mbit","ceil
4":"200.00","dceil4":"mbit"},"class5":{"rate5":"1.00","drate5":"mbit","ceil5":"200.00","dceil5":"mbit"},"
class6":{"rate6":"1.00","drate6":"mbit","ceil6":"200.00","dceil6":"mbit"},"class7":{"rate7":"0.00","drate
7":"mbit","ceil7":"1.00","dceil7":"mbit"}},"inbound":{"root":{"rrate":"500.00","drrate":"mbit","brrate":"
62500000","brburst":"31250000","rburst":"250.00","drburst":"mbit","brceil":"62500000","rceil":"500.0
0","drceil":"mbit","brcburst":"31250000","rcburst":"250.00","drcburst":"mbit"},"class0":{"rate0":"1.00",
"drate0":"mbit","ceil0":"200.00","dceil0":"mbit"},"class1":{"rate1":"1.00","dratel":"mbit","ceil1":"3.00"
,"dceill":"mbit"},"class2":{"rate2":"1.00","drate2":"mbit","ceil2":"200.00","dceil2":"mbit"},"class3":{"rat
e3":"1.00","drate3":"mbit","ceil3":"200.00","dceil3":"mbit"},"class4":{"rate4":"1.00","drate4":"mbit","c
eil4":"200.00","dceil4":"mbit"},"class5":{"rate5":"1.00","drate5":"mbit","ceil5":"200.00","dceil5":"mbit"
},"class6":{"rate6":"1.00","drate6":"mbit","ceil6":"200.00","dceil6":"mbit"},"class7":{"rate7":"0.00","dra
te7":"mbit","ceil7":"1.00","dceil7":"mbit"}},"profile_name":""},"result":"0"}

3anpoc no login
curl -k -i -H "Accept:application/json"

"https://api.local/v1/dpi/readpolicing?hash=9bbb94efd505c4690ebd25bfb80a8ea2 &id=1&login=user02

3anpoc HeCKo/IbKMX aboHeHToB no login



curl -i -k -H "Accept:application/json"
"https://api.local/v1/dpi/readpolicing?hash=9bbb94efd505c4690ebd25bfb80a8ea2&id=1&login\[\]=use
r02&login\[\]=user01"

KomburHMpoBaHHbIN 3anpoc ¢ login u ip

curl -i -k -H "Accept:application/json"
"https://api.local/v1/dpi/readpolicing?hash=9bbb94efd505c4690ebd25bfb80a8ea2&id=1&login\[\]=use
r02&login\[\]=user01&ip\[\]=192.168.1.1&ip\[\]=192.168.1.2"

[/ TlepeyeHb M3MeHEHUM

JaTta Bepcua MNpnmeyvaHue

CeHTa6pb 2016 1.0.5 CospaHue REST API




